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This project sought to understand the attitudes of individuals toward their personal 
location identity data and their willingness to share that information in digital 
environments. The ubiquitous nature of digital technology requires individuals to 
digitise increasing amounts of personal information. On the one hand, this provides 
them with the opportunity to provide personal data to various individuals or 
organisations for their personal convenience, however it also means that their data 
can be copied, shared and stored, often without their knowledge or consent. The 
effectiveness and efficiencies achieved through digitisation have changed 
expectations across all fields of social, economic and environmental engagement. 
This study therefore focused on the knowledge and beliefs of a technology-involved 
adult population regarding the routine capture, storage and use (including sharing) of 
their digitised personal and location information, utilising data collected in 2012 and 
2013. It also explored the willingness of these consumers to share different types of 
personal information (e.g. demographic, health, financial, and commercial 
preferences) with various organisations (including emergency services, educational, 
healthcare, financial and other commercial institutions) for a perceived benefit (such 
as access to information or services). Finally, it explored their use of services that 






If it’s down there Don? I want you to shoot it. I’m going to jump on top of it with a 
net and we’re going to have to beat it with everything we got. We might need some 
help. You hear this? Mate, if we get this thing in the net you jump in and help us.  
And all of you, whatever else, do not tell my wife. She’ll want me to write a paper 
about it.  
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CHAPTER 1 INTRODUCTION 
 
“The Internet is among the few things humans have built that they don’t truly 
understand. What began as a means of electronic information transmission – room-
sized computer to room-sized computer – has transformed into an omnipresent and 
endlessly multifaceted outlet for human expression. It is at once intangible and in a 
constant state of mutation. Growing larger and more complex with each passing 
second. It is a source for tremendous good and potentially dreadful evil. And we’re 
only just beginning to witness its impact on the world stage.”   
(Schmidt & Cohen, 2013) 
 “Change, change, change”, part of the chorus to a song just streaming through the 
computer this document was created on, as well as an apt chorus line to accompany 
the research topic of this thesis: “Service of Surveillance – The sensitivity of 
individuals to revealing their location identity data while using mobile devices”. The 
considerations related to digitisation of personal information generally represent a 
broad and diverse field, more specifically, the emergent environment of hyper-
connected digital mobile services is an ill-defined area of contradictions, paradoxes, 
and inconsistency, where accepted conventions and established norms appear to have 
been upended. This thesis explores that space.   
Mobile devices and their associated services are new and are considered an artefact 
of a pure information economy (Schmidt & Cohen, 2013). The following example is 
used to illustrate mobile service or surveillance and a consumer’s sensitivity to 




(ISO/IEC, 2006) to the song whose chorus is mentioned above. Anyone with a basic 
smartphone or tablet can use one of these codes to access a digital version of the 
song from one any of the four distribution channels.   




The QR Codes have been placed in the above array to deliberately make it difficult to 
predict which code the smartphone will lock on to. In selecting a link there is 50% 
chance of sharing data with Google, 25% chance of sharing it with Apple; and 25% 
chance of sharing it with an unknown host which is known to be under surveillance 
by international law enforcement agencies including the USA’s FBI, NSA or any 
number of Five Eyes Partner Agencies in the USA, UK, Canada, Australia, and New 
Zealand (Gross, 2010). 
Accessing digital content using a link such as the QR codes in Table 1.1 is not a 
simple novelty. The QR code, using a mobile device’s camera, contains a detailed set 
of instructions that the device is able to interpret and act upon. In this case each QR 
code contains a unique path to a copy of the song and interacts with a range of 
intermediate services to obtain then deliver the song. Regardless of the QR code used 
the consumer device will share data with the digital ecosystem’s supply chain, which 




In 2012 the British telecommunications company O2 reported that listening to music 
had become the fourth most used feature on a mobile device, browsing the internet 
was the most used feature, accessing social media the second, and playing games the 
third most used feature. Making phone calls was fifth. Like the music feature, each of 
the other most used smartphone features requires the creation of data that identifies 
the consumer. The same report quotes the O2 General Manager saying, “Smartphones 
are now being used like a digital ‘Swiss Army Knife’, replacing possessions like 
watches, cameras, books and even laptops. While we’re seeing no let-up in the 
number of calls customers make or the amount of time they spend speaking on their 
phones, their phone now plays a far greater role in all aspects of their lives” (O2, 
2012).  
The “Swiss Army Knife” analogy used in the consumer marketing of a new phone is 
pertinent because it provides a consumer with a new level convenience that was once 
the realm of science fiction (Asimov, 1964) but in doing so also requires the 
consumer to share personal information, the nature of which, in the pre-mobile 
environment, was considered an invasion of privacy (FTC., 2012). In reality a 
smartphone is a pocket sized computer that’s size belies its capabilities and more 
importantly its purchase cost (Kerris & Dowling, 2007). The real cost of using a 
mobile device’s multi-purpose array services is in the personal data consumers are 
sharing to access this new and near instant level of convenience from anywhere at 
anytime (Thrum & Kane, 2010).  
This thesis presents exploratory research into a consumer’s willingness to share their 
personal data while using mobile services. The following sections provide a brief 




represented by a sparse, unfocused body of literature that was more useful for 
identifying what it is not yet know than what is. This thesis draws on knowledge and 
experience from several different disciplines including: Information Systems, 
Information Technology, Economics, Psychology, Law, Marketing and Management 
and their applications, both academic and practical.  
1.1 Background to the research 
The thesis subject arose from an interest in an evident conflict between people’s 
beliefs and behaviours regarding personal information privacy and the growing use 
of location aware mobile services. There is extensive evidence that individuals are 
reluctant to reveal their personal data out of concern for their privacy (Kirby, 1998) 
(Nissenbaum, 2001) (Lipton, 2010) (Anton, Earp, & Young, 2010). However, there 
is also extensive evidence from academic conference papers, market research, white 
papers, general media and government reports to show that people surrender large 
quantities of personal data on a daily basis (Lee, 2010; Legge, 2014; Lunden, 2013; 
Schmidt & Cohen, 2013; Van Grove, 2012 ). 
Convenience is highly valued by consumers and a key driver in the use of mobile 
services. The term Return-On-Time (ROT) is being used as a new abstraction to 
describe the realisation of new consumer convenience and framed as a type of 
Return-On-Investment (ROI) metric. Mobile services are considered to deliver 
positive ROT due to their ease of access to multiple digital services via an attractive, 
portable, cheap and efficient device that obeys commands at the mere touch of screen 
(Solomon, 2012). 
So, if consumers view convenience as positive and giving up privacy as negative, 




they carry around their location aware smartphone? The notion of trading privacy for 
convenience while using mobile services is beginning to gain traction in the public 
domain and academic literature. Although current literature is largely unclear on the 
potential trade-off, it is increasingly viewed requiring further research.   
The acknowledged lack of any universal theoretical and methodological frameworks 
suitable to the research topic of Information Privacy (IP) in the use of location aware 
mobile services was illustrative of the broad gaps in current knowledge. Much of the 
literature that does exist is based on assumptions and premise grounded in industrial 
economic theory. Much relevant research is based on enterprise computing settings 
within structured organisational environments where data is treated very differently 
(Bélanger & Crossler, 2011) (North, 1990). This in turn led to the research project 
being positioned as exploratory research, which could be applied to future research in 
the field.  
The research was framed, conducted and considered using a range of 
interdisciplinary human and consumer behaviour theories and frameworks including 
theories of transaction cost, planned behaviour and reasoned action. Belanger and 
Crossler’s (2011) Information Privacy Concern Multilevel Framework (IPCMLF) 
was also used to identify how and where both the studies and their findings could be 
interpreted and applied (Bélanger & Crossler, 2011). As informed by the literature it 
is accepted that these various models and frameworks are imperfect and require 
further development as the whole area if IP research generally and more specifically 




1.2 Overview of the research 
Do consumers consider location aware mobile technology as a service or 
surveillance? And do these notions affect their willingness to share their data? 
1.3 Research Methodology  
The following section explains the structure and methodologies used in the thesis to 
explore the current body of relevant literature on the attitudes, beliefs and behaviour 
of consumers and their willingness to reveal their personal Location Identity Data 
(LocID) when using Location Based Services (LBS) from mobile devices. 
1.4 Hypothesis and Contribution to Knowledge 
In order for Location Based Services (LBS) to operate, consumers (or users) must 
expose private personal identity and location data (LocID) created on their mobile 
device. This thesis aims to contribute to knowledge concerning the sensitivities 
consumers have about revealing their LocID in order to access the convenience 
offered by Location Based Services (LBS).  
The project’s aims were to understand whom consumers trusted with their personal 
information, what personal information they were prepared to share, and their 
attitudes toward, as well as their knowledge of LBS. Given the acknowledged lack of 
literature the aim was not to develop and test a new theoretical model or framework, 
rather it was to improve and clarify where the future research should be drawing 
from, so as to better understand the consumer-LBS relationship. The thesis examines 
the sensitivity of individuals to revealing their personal identity and location data 





1.5 Literature Review  
The preliminary review of the literature showed large gaps in the knowledge around 
consumer use of mobile services. However, a number of useful studies from 
Information Systems, Economics, Management, Marketing and Law were identified. 
These studies provided useful lessons and direction in the development of a research 
methodology (Lusch, Vargo, & Wessels, 2008; K Michael, 2004; Nissenbaum, 
2001). This informed the formal literature review, which aimed to identify current, 
relevant literature and apprise the hypothesis generation of this thesis. 
1.6 Research Structure  
The research was structured to incorporate two studies of consumer engagement with 
mobile services. Study One was used to inform the development of Study Two. Both 
studies were included as part of the annual student health and behaviour survey 
conducted by a research centre at an Australian regional university during 2012 and 
2013. Participants were commencing undergraduate students attending their 
Orientation Week activities.  
Study One sought to understand the types of data individuals were willing to share 
and to identify the organisations they trusted with this data. The study also sought to 
discover what individuals knew about LBS and its capabilities. The results of this 
study informed the development of Study Two. Study Two focused on individuals’ 
behaviour, attitude and perceptions of six classes of LBS enabled mobile services 
used on smartphones by looking at the LBS they used, the frequency of use, their 
satisfaction and perception of the services. 





1.7.1 Chapter 1 – Introduction  
This chapter provides the introduction, overview and presentation of the research. 
1.7.2 Chapter 2 – Literature Review  
Chapter Two presents a review of the literature, demonstrating the almost universal 
need for more research in the area. This structured review was conducted in the 
period leading up to Study One in 2012, while a Snowball Methodology was adopted 
based on the results and continued through to inform Study Two and the Thesis 
discussion. As stated above, mobile services are a pure product of the information 
economy. The real value in the review was its identification of the growing gaps in 
knowledge created by the increasing acceptance, adoption and use of mobile devices 
and services. The review provided valuable insight into the fragmentation of 
established norms in industrialised practices, as well as the pace, scale and 
complexity introduced by mobile services.   
Of significance, was the finding of a near universal acceptance that so little was 
known about the emerging mobile services environment. The process of digital 
convergence, which is compressing the contact between increasing numbers of 
machines, services and people into a single, cheap and easy-to-use device, presents 
new levels of complexity beyond the capability and capacity of any one individual to 
interpret, let alone understand (Schmidt & Cohen, 2013). Within this context, the 
knowledge, behaviour, attitudes and perceptions of consumers to exposing their 





1.7.3 Chapter 3 –Who Do You Trust? (Study One) 
Chapter Three reports the findings of a study into what consumers consider private 
data and who they trust sharing with this data.  It describes a study conducted in 2012 
with 397 undergraduate university students, with the aim of understanding the types 
of personal data consumers are willing to share and with whom.  
1.7.4 Chapter 4 – What Apps Are You Using? (Study Two) 
Chapter Four reports the findings of Study two and looks at the convenience of LBS 
mobile apps by considering how frequently consumers use them, how satisfied they 
are and how they perceive them. It reports the findings from a 2013 survey 
conducted with 394 undergraduate university students, which was developed to 
explore questions raised by the findings from the 2012 survey (Chapter 4). This 
survey explored the types of apps respondents had used in 2012, how often they had 
used these apps, and the perceptions gained from them.  
1.7.5 Chapter 5 – What Do You Know? (Study One & Study Two)  
Chapter Five presents the aggregated findings of two studies, which consider the 
trade-off made by consumers, whether they are aware of it or not, between privacy 
and convenience when using mobile services. Study one asked a simple open-ended 
question on what respondents thought LBS was, while Study Two undertook the 
same task using a set of direct knowledge questions.   
1.7.6 Chapter 6 – Discussion  
Finally, Chapter Six provides an overview of the research as a whole and discussion 
of the findings. This is achieved through basic macro visualisation of the whole data 




of LBS. The findings are discussed in terms of the rapidly changing environment 
being rendered through the increasing dependence on digital technologies. This 
includes the near universal acceptance and adoption of mobile services which are 
fragmenting and replacing the long established conventions of Goods Dominant 
Logic (G-D Logic) that underpinned industrial economic values. The Location Based 
Services (LBS) and Location Identity Data (LocID) discussed represent the first 
waves of purely digital consumer services best characterised in a Service-Dominant 
Logic (S-D Logic) that underpin information economic values (Vargo & Lusch, 
2010).This further reflects the widening gap between current literature, academic 
practice and real-world experience (Clarke & Pucihar, 2013). 
In concluding the thesis, Chapter Six also outlines potential future research into the 
changing nature of privacy as a function of digital activity in an information 
economy considered through S-D Logic. This includes: the different skill sets and 
perspectives required to develop and research in a highly disruptive emergent 
environment (Clayton. M.  Christensen, 1997; Clayton M. Christensen & Eyring, 
2011); the acceptance of S-D Logic (S. L.  Vargo & R. F. Lusch, 2004; Stephen L. 
Vargo & Robert F. Lusch, 2004); and the adoption of less ridged and structured 
processes, which can then describe the informal, increasingly fluid and dynamic 




CHAPTER 2   LITERATURE REVIEW 
“It's all very well in practice, but it will never work in theory.”  
Old French Proverb  
2.1 INTRODUCTION 
This literature review is intended to provide background context to this Master of 
Science-Research thesis, investigating consumers’ willingness to reveal location and 
identity data while using their mobile device.  
The thesis arose from my interest in an evident conflict between people’s beliefs and 
behaviours regarding personal information privacy and the growing use of location 
aware mobile services. There is evidence that individuals are reluctant to reveal their 
personal data out of concern for their privacy (Anton et al., 2010; Kirby, 1998; 
Lipton, 2010; Nissenbaum, 2001). However, there is also evidence showing that 
people surrender large quantities of personal data on a daily basis (Lee, 2010; Legge, 
2014; Lunden, 2013; Schmidt & Cohen, 2013; Van Grove, 2012 ).  
This review presents findings from a two-stage search strategy, which commenced 
using a structured methodology leading to the adoption of a snowball approach. The 
initial structured search was conducted in March 2011 for the development of a 
research proposal, plan and presentation for the MSc-R thesis. Based on the results of 
the structured search a subsequent snowball approach was adopted in an attempt to 
identify a wider body of relevant literature. The snowball approach was then used to 






Results from the initial structured search of 2011 demonstrated that the area of 
interest was not well researched, with significant gaps in existing knowledge. The 
method and findings of the initial search are discussed in the following section. The 
following section also describes the subsequent methods used in the snowball search, 
the findings of which heavily influenced the decision that this work would be framed 
as exploratory research.  
The overall Findings and Discussion sections of this chapter demonstrates the major 
discovery from the literature search, that there are large gaps in the knowledge 
related to information privacy. This finding goes some way to demonstrate 
discussion around the fast-moving, dynamic nature of mobile services, the changing 
beliefs and behaviours of consumers, and the need for further research in the space, 
which was experienced in the period this study was conducted (Bélanger & Crossler, 
2011).  
2.2 METHOD 
2.2.1 Structured Search  
A structured search of the literature was conducted as part of the formative 
requirements in the development of a Masters’ level research project during Autumn 
2011. The search was undertaken with the goal of identifying relevant theoretical 
frameworks, defining key terms and relevant terminology and establishing the 
boundaries of the research topic.  
The initial structured search was focused on literature from Information Systems 
(IS), Information Technology (IT) and Computer Science (CS) disciplines, as the 
mobile services being researched were relatively new consumer technologies that 




adopters (Rogers, 2003). The results from this search informed the development of 
Study One, conducted in Autumn 2012. The search results, in combination with the 
Study One results and snowball searching are used in the development of Study Two.  
The structured search aimed to identify studies that were published in English in 
peer-reviewed journals. The search strategy was conducted through the University of 
Wollongong’s library databases using ProQuest’s ABI/INFORM Global, ACM 
Digital Library, IBIS World, Medline and PsycINFO databases to include “Full-text” 
“Scholarly Journals”.  
The focus of the literature review was on users’ knowledge, attitudes and behaviours 
in relation to Location Based Services (LBS); particularly the perceived value of 
trust and the potential trade-off between privacy and convenience, as well as a 
general search on users’ attitudes regarding the privacy of their personal data when 
collected by devices connected to the Internet. Due to the anticipated small number 
of papers, all study designs and outcome measures were included.  
The initial search was constrained to the years 2007-2011, because this was when the 
first study was conducted. This is not to deny the historical importance of prior 
thought on the subject of LBS and Location Identity Data (LocID) usage, but rather 
that pre-2007 papers reflect, and are often based on, a range of legacy perspectives, 
which are not entirely relevant to the current location aware and location sensing 
mobile services the research was considering ( .  Clarke, 2009). Prior to 2007 LBS 
systems were restricted to exclusive niche markets of highly skilled or wealthy 
individuals, the military or high-value transport, logistics and supply-chain networks. 
“It was very easy to see that what the mobile business was about: it was technical, 





2.2.1.1 Inclusion and Exclusion Criteria 
Table 2.1 Inclusion Criteria  
§ Studies conducted with adult users (not with service providers or businesses); 
§ Studies that related to the use of mobile technology; 
§ Qualitative and quantitative studies; 
§ Papers published between 2007 and 2011  
      (due to the recent widespread introduction of LBS); 
§ Papers published in English in peer-reviewed journals.  
 
Table 2.2 Exclusion Criteria  
§ Papers that presented opinions, but did not include data; 
§ Studies conducted with service providers, business or agencies only; 
§ Studies that focused on non-handheld technology (e.g. in car GPS systems); 
§ Studies based on hypothetical, unproven, or possible future products;  
§ Reviews/descriptions of services and commercial products (e.g. Press 
Release).  
 
Article titles were reviewed and where they appeared potentially relevant, abstracts 
were reviewed. Most articles were judged to be not relevant, with the majority 
applying the keyword search terms to different uses far outside the realms of digital 
mobile services. Twenty-six relevant articles were identified by the search strategy; 
sources of these articles are noted in Table 2.3.  
Table 2.3: Search Results (2011) using Summon™ 
Database Number of returns Relevant articles 
ACM Digital Library 15 9 
ABI Inform 15 9 
IBIS World 0* 0 
Medline 0* 0 
ProQuest (General) 25 8 
PsycINFO (Psychology) 2** (both PhD thesis) 0 
* Searches re-run using only Location Based Services resulting in 7 returns. 
** Search re-run using only Location Based Services resulting in 14 returns. 
 
Most identified articles were not directly related to the topic of this study. In many 




development but not yet in public or consumer use (such as Radio Frequency 
Identification (RFID) technology), or repurposing an existing theory or framework to 
fit a hypothetical emergent environment.  
2.2.2 Snowball Search 
Due to the limited number of relevant articles identified in the structured search, an 
additional search was conducted through IEEE Xplore, as well as a physical search 
of the table of contents of Journal of Marketing (JM), Journal of Marketing Research 
(JMR), Information Systems Journal (ISJ), and Management Information Systems 
Quarterly (MISQ).  
The subsequent snowball search allowed for the identification of relevant articles 
through additional database searches, as well as physical searches of the table of 
contents of leading Information Systems, Information Technology and Computer 
Science, Law, Management and Marketing journals. This led to the identification of 
specific domain experts and subsequent searches for their publications in conference 
and seminar proceedings. This snowball search also provided a list of ‘seminal’ 
articles, which were used to further broaden the scope of readings to include peer-
reviewed legal and management article, conference papers, trade publications, 
government reports, and popular media including print, websites, blogs and podcasts 
(Crookes & Davies, 2004). 
This led to the identification of highly cited domain experts including: France 
Bélanger, Roger Clarke, Robert Crossler, Tamara Dinev, Jacqueline Lipton, Robert 
Lusch, Helen Nissenbaum, Horst Rittel, Eric Schmidt, Jeff Smith, Kevin Kelly, 
Stephen Vargo, Melvin Webber and Heng Xu, and subsequent searches for their 




snowball search approach provided a list of ‘seminal’ articles (Bélanger & Crossler, 
2011;   Clarke, 1999; Lipton, 2010; Nissenbaum, 2001; Smith, Dinev, & Xu, 2011), 
which were used for an incremental snowball search, as the topic area is new and still 
represents a narrow field of study (Crookes & Davies, 2004). 
2.3 FINDINGS 
The snowball search proved invaluable to the overall research project, identifying 
several ‘seminal’ papers from both the arts and sciences, and confirming a consistent 
theme that a more interdisciplinary approach was required to meet the challenges of 
information privacy research. The lack of quality peer-reviewed literature found in 
the structured search highlighted gaps in the knowledge base, while the snowball 
search identified a growing body of non-peer-reviewed literature which included 
white papers, online and print media reports, opinion pieces and blogger style 
commentary, marketing materials and government reports which did not meet the 
rigours required for peer-reviewed research.  
From this body of non-peer-reviewed literature a consistent theme was observed 
relating to the growing use and demand for consumer oriented mobile services 
globally, which was contributing to a major lag between peer-reviewed academic 
knowledge and real world practice. Based on this evidence it appears the ability of 
entrepreneurs, engineers and executives to utilise current mobile technology 
platforms to create new service-value using an individual’s personal data far exceeds 
the current ability of academics, policy-makers and parliaments to address the 
(information) privacy issues considered in this research area (Lipton, 2010)(Lipton 




 The snowball search identified a number of topics which were used to guide the 
development of the research, including: privacy (FTC., 2012; Kirby, 1998; Li, 2012; 
Lipton, 2010; Nasri, 2011; Smith et al., 2011), trust (Lu, Chun-Sheng, & Liu, 2005; 
Malhotra, Kim, & Agarwal, 2004; Nissenbaum, 2001; Wirtz, Lwin, & Williams, 
2007), convenience (Basheer & Ibrahim, 2010; Metcalfe, 1993), data (Clarke 1999) 
(Malhotra et al., 2004), and technology (Dawson, Winterbottom, & Thomson, 2006; 
Strickland & Hunt, 2005). The search also demonstrated a lack of any established or 
proven theoretical frameworks or models of immediate use to the project (Bélanger 
& Crossler, 2011; Belanger, 2006; Hevner, March, Park, & Ram, 2004; Malhotra et 
al., 2004; Venkatesh, Morris, Davis, & Davis, 2003) as well as providing an insight 
as to why this may be occuring through Stephen Vargo and Robert Lusch’s 
development of Service Dominant logic (S-D logic) (S. L.  Vargo & R. F. Lusch, 
2004; Stephen L. Vargo & Robert F. Lusch, 2004). 
As described above, a manual review of the leading journals, including MIS 
Quarterly, was undertaken as part of the snowball search. This review identified an 
in-press article by France Bélanger and Robert E. Crossler, which was subsequently 
published in December 2011 (Bélanger & Crossler, 2011) and became a central 
reference point for this research. The article presents a critical analysis of IP 
literature that considers information privacy as a key construct. Their article makes 
four key findings from the review over 500 articles:  
1. There are a wide variety of topics relevant to information privacy research;  
2. Research focuses largely on explaining and predicting theoretical 
contributions with few studies focussing on design and action contributions;  




4. Information privacy can be studied as a multilevel concept but rarely is 
(Bélanger & Crossler, 2011, p. 1019). 
Their work confirmed and clarified findings obtained in both stages of the literature 
search that there was a lack of formal academic research relating to information 
privacy. It also provided a map of five core themes from within the literature to 
position emerging academic literature and public commentary including print and 
online media, government reports, industry and market research could be considered. 
The five information privacy themes are:  
1. Concerns;  
2. Impacts on e-business;  
3. Attributes;  
4. Practices;  
5. Technologies.  
Information privacy concerns typically seeks to explain differences in levels, or 
explore the effects of privacy concerns on variables such as willingness to provide 
personal information using online services (Bélanger & Crossler, 2011, p.1020). 
Impacts on e-business considers how privacy affects intentions to reveal personal 
data for e-commerce or e-government activities (Bélanger & Crossler, 2011, p.1020). 
Attributes of informtation privacy explores perceptions and reactions to privacy 
policies, practices and tools (Bélanger & Crossler, 2011, p.1021). Practices 
investigates individual and organisational actions regarding privacy protection or 
infringment, as well as the range of issues that effect these practices, which include 
using privacy software, falsifying or modifiying personal information while online. 




privacy which currently fall into two areas: Privacy Invasive Technologies (PITS) 
and Privacy Enhancing Technologies (PETS). These themes are identified in the IP 
literature but are also heavily reliant on other disciplines including: psychology, 
marketing, organisational behaviour, law and computer science (Bélanger & 
Crossler, 2011, p. 1022). 
Also of significance was the finding that information privacy was a multilevel 
concept, which was rarely reflected in research. In this regard the authors suggested 
four possible levels of analysis:  
1. Individual;  
2. Group;  
3. Organisational;  
4. Societal. 
The four levels of analysis were adopted from another, at-the-time, in-press MIS 
Quarterly article, “Information Privacy Research: An Interdisciplinary Review” by 
Jeff H. Smith, Tamara Dinev and Heng Xu. The four levels of analysis were 
identified through an interdisciplinary review of a sample of 230 privacy articles and 
128 books and book sections which clasified the literature. This article was 
subsequently published in December 2011 (Smith et al., 2011).  
This article provided an “overarching macro model” for Information Privacy termed 
APCO, for (Antecedents è Privacy Concerns è Outcomes) which led to the adoption 
of the Belanger and Crossler (2011) Information Privacy Concerns Multilevel 
Framework (Bélanger & Crossler, 2011). (Smith et al., 2011) identified that much of  
the literature relevant to this study is “grounded in the ‘art of the possible’ in the 




unbounded options for collecting, processing, distributing, and using personal 
information trigger consumer wories” (pp.990). Further, the authors explained that 
despite a growth in privacy-related research contributions, “Information Systems (IS) 
researchers … may well find themselves frustrated with the research domain” as “the 
findings and theories that have emerged have often relied on overlapping constructs 
nestled within loosely bounded nomological networks” resulting “in a sub-optimal 
cumulative contribution to knowledge” (Smith et al., 2011, p.990). This supported 
the experience throughout the research project; that much of the literature identified 
during both the structured and snowball searches was appropriate for its own specific 
context but was not directly resuable in the context of this project. However,  it also 
demonstrated the increasingly interdisciplinary nature and direction Information 
Privacy research was taking.   
(Smith et al., 2011) identifies a lack of positive studies around Information Privacy 
research, while “the majority of empirical studies to date have viewed the individual 
as the salient unit of analysis” as “such studies lend themselves to data collection 
through written and online surveys” (Smith et al., 2011, pp.106). Observing that 
studies considering group or organisational levels of analysis would be complex and 
“less conducive to ‘quick’ data collection techniques … and would likely include a 
set of exhaustive interviews with an organisation’s members and stakeholders, and 
some amount of deep process tracing would also likely be involved.” (Smith et al., 
2011, p.1007). Further, the cross-national, or cross-cultural requirements for societal 
level analysis would also present a new range of interdisciplinary challenges and 




Confirming Smith et al.’s (2011) findings regarding a stratification of analysis 
approaches, (Bélanger & Crossler, 2011) review found that the majority of academic 
literature was focused on Information Privacy (IP) concerns, as such they proposed 
an Information Privacy Concerns Multi Level Framework (IPCMLF) (Bélanger & 
Crossler, 2011). As the name suggests, the IPCMLF was designed to consider IP 
concerns as a multilevel concept (Bélanger & Crossler, 2011, p.1031), which 
stratified concerns into individual, group, organisational and societal contexts. The 
proposed framework could be used to consider the extension of research related to 
information privacy concerns into group, organisational and societal levels of 
analysis.  
The following sub-sections provide a description of the IPCMLF framework as well 
as a brief overview of the definitions of Information Privacy (IP), Location Based 
Services (LBS) and Location Identity Data (LocID) that were used for this research 
project.  
2.3.1 Information Privacy Concerns Multilevel Framework (IPCMLF) 
The thesis utilises Bélanger & Crossler’s (2011) Information Privacy Concern 
Multilevel Framework (IPCMLF) to inform development and analysis of the 
research project. The framework is based on the author’s findings that Information 
Privacy (IP) is broad and complex issue that is becoming increasingly important as 
society transitions to globally connected digital ecosystems. The model has been 
developed to further explore one particularly popular topic in the literature, 
Information Privacy Concerns (Bélanger & Crossler, 2011, p.1032).  
The authors openly state that since “none of the proposed relationships in the 




research questions and opportunities to develop the constructs for each level of 
analysis and their interrelationships. This is illustrated in Figure 2.1 where “Main 
Information Privacy Constructs” (MIPC) are considered to have possible causal 
relationships in both directions, so are linked with double arrowed lines, while 
“Sample External Factors” (SEF) such as Individual Attitudes, or Knowledge, Group 
Dynamics, Organisational Environment and Government Legislation are considered 
to impact on MIPCs (Bélanger & Crossler, 2011, p.1031-1043). This provides the 
ability to frame research problems within MIPC or SEF paradigms to consider their 
impacts on various MIPCs within the environment.   
Table 2.4 Information Privacy Concern Multilevel Framework (IPCMLF) 
 
 
The framework makes sense in the context of the (Bélanger & Crossler, 2011)) and 
((Smith et al., 2011)) articles’ findings and identification of Information Privacy as a 
multilevel, interdisciplinary concept. Belanger and Crossler present a logical and 
rational proposition for each of the four levels: Individual; Group; Organisation; and 




Further, the use of broad and open MIPC and SEF settings within the IPCMLF’s 
function leaves open the opportunity for future researchers to flesh out the model and 
build on it as a type of open source project as mentioned in the Implications and 
Recommendations section (Bélanger & Crossler, 2011, p.1034).  This lack of 
absolute definition also provides flexibility for the IPCMLF to be applied to future 
research around the development, management and use of mobile services, which 
remains a field that lacks formal peer-reviewed literature. The IPCMLF model’s 
inherent flexibility is addressed in the discussion section of this chapter.   
2.3.2 Information Privacy (IP) 
Central to the use of this article was the author’s consideration, examination and 
definition of Information Privacy (IP). Privacy can be defined in many ways, but 
remains a complex and varied issue regardless of how it is defined (Lipton, 2010). 
(Bélanger & Crossler, 2011) presented a clear and useful case for the use of Roger 
Clarke’s 1999 definition of Information Privacy as “the interest an individual has in 
controlling, or at least significantly influencing, the handling of data about 
themselves” (Clarke, 1999). This definition, as proposed by Clarke, considers 
privacy as a moving target within the four dimensions of: the physical person; their 
behaviour; communication; and data. A search of Google Scholar shows Clarke’s 
original article “Internet privacy concerns confirm the case for intervention” has been 
cited 298 times (Scholar, 2014). 
In adopting Clarke’s (1999) definition of Information Privacy Belanger and Crossler 
considered the separate dimensions of communication and data as a single digital 
artefact, information (Bélanger & Crossler, 2011, p.1018). This thesis takes a further 




Information (LocID) due to the universal capability of mobile devices and their 
associated services to collect real-time location aware personal data that identifies the 
individual, records their movement on the earth’s surface, and send and receive 
communications as data (Clarke, 1999). Each and every mobile device is constantly 
generating LocID, it is transmitted, stored, aggregated, analysed and shared across 
communications networks and between other parties without the individual’s 
knowledge (Malhotra et al., 2004).   
2.3.3 Location Based Services (LBS) 
2007 saw the realisation of previously identified mega-trends - “collections of 
interlinked trends that will change the way people live and the science and 
technology products they demand” (Hajkowicz & Moody, 2010).  Large-scale 
deployment of location aware web services software (e.g. MS-MapPoint, Mozilla-
Geode, Google-Gears) and embedded hardware devices (mobile devices with GPS 
chip-sets) have become ubiquitous in the consumer technology market. Prior to this, 
users would have been required to make a fully informed decision on adopting this 
technology (Rizos, 2008). 
The use of location data moved out of the exclusive domain of military and high-end 
closed transportation and logistics systems around 2007 (ACMA, 2012a)(ACMA 
2012)(ACMA, 2012a), marking the real jump in the mobility mega-trend, with its 
diffusion into early majority and late majority consumers (Hajkowicz & Moody, 
2010). The technology crossed from niche applications and business use into 
mainstream consumer markets. This represents the start of true Location Based 




aware and context sensing applications, being embedded in mobile platforms (Rizos, 
2008). 
Location Based Services (LBS) are an automated feature of mobile services (the user 
is not required to manually provide information), which provide real-time geo-
location identity data that has been created, compiled, selected, or filtered to take into 
account a user’s need. LBS are an extension of mobile telephony technology, and 
enable mobile devices to provide increased value through their ability to deliver near 
instant services at anytime, anywhere (Kupper, 2005). 
In the context of this research LBS are considered as any digital service that requires 
location aware data for the delivery of an immediate or future use service. This thesis 
relies on the Australian Communications and Media Authority’s 2012 definition of 
LBS as “applications and tools that use the location of the user to add value to 
services and provide tailored information for the user” (ACMA, 2012b).  
2.3.4 Location Identity Data (LocID) 
As mentioned above the definition for Information Privacy (IP) has been adopted 
from Clarke’s (1999) definition of digital privacy. This definition considered 
information privacy as a moving target within the dimensions of: the individual; their 
behaviour; communications; and data. Location Identity Data (LocID) also relies of 
Clarke’s construct for its definition.  
The overall Literature Review demonstrates a range of broad definitions and 
understanding of the actual data, which is used to identify individuals and their 
location in communications systems (ACMA, 2012b; FTC., 2012; US FCC, 2012).  
Location and identity data are a fundamental requirement of mobile 




calls and enable billing on the device. In practice this has meant the service provider 
has traditionally decided how they use location and identity data (Eklund, 2011). 
Identity and location data is required for the operation and management of mobile 
communication networks and is used for routing voice and data traffic as well as 
billing. The Australian Communications and Media Authority (ACMA) refers to this 
data as Mobile Location Information (MoLI) data (ACMA, 2012a, 2012b) 
In the technical environment of mobile telecommunications MoLI is considered a 
network overhead, the data required to optimise the functioning of the mobile 
communications network. This data is was not standardised or considered of any 
significant value until the events of 9/11 when emergency services realised its 
potential for identifying and locating individuals in emergency situations. As a result 
the creation, collection and sharing of this data across telecommunications networks 
was legislated in the USA, and subsequently around the world. This legislation 
required device manufacturers to include the capabilities in their hardware and 
network operators to provide free carriage of the data. Whether serendipitous or 
deliberate MoLI became fundamental and instrumental to the development, 
acceptance, growth and use of LBS (Hurley, Lai, & Piquet, 2011). 
Returning to Clarke’s four dimensions of information privacy, mobile devices 
represent the convergence of Clarke’s concept in a single data-generating device. 
LocID represents the various data elements created on a mobile device for which a 
consumer may expect some capacity to control, or at least significantly influence, the 
handling of the LocID about them.  LocID is any combination of data which can be 




This research project recognises that everything a mobile device does is digitised into 
some form of data and that the location aware capabilities of mobile devices and 
their myriad sensors have essential created a digital representation of the individual 
(Kerris & Dowling, 2007), while behaviours are also digitised through the 
combination of mobile apps and the device’s sensors data (ACMA, 2012b; Rizos, 
2008; Tancer, 2008; Thrum & Kane, 2010), and communications and data are now 
indistinguishable. 
This thesis does not look to explain the variety of methods and forms that can be 
used to establish or create LocID, rather it considers individuals’ attitudes and 
behaviours around its collection and use. Simply, LBS can be considered as the 
digital machine while LocID represents the machine’s fuel, as both an input and an 
output of the machine.  The value of LocID is that it can be reused, stored and shared 
between machines for processing and re-processing.  
2.4 DISCUSSION 
Mobile technology is being integrated within all aspects of daily life and socio-
technical interactions and their relationships are becoming increasingly complex, 
necessary and routine. Mobile services, LBS and LocID represent the primary touch-
point for the digital consumer experience and an area for which peer-reviewed 
academic research is lacking.  The situation is not unique to academia and does prove 
instructive as to the structural changes being faced in attempting to undertake 
research around Information Privacy related to the use of mobile services, LBS and 
LocID (Katina. Michael, Michael, & Abbas, 2011). The work of (Smith et al., 2011), 
and (Bélanger & Crossler, 2011) has been instrumental to this thesis development 




The single most important finding from the Literature Review was the recognised 
lack of peer-reviewed work. The knowledge in this field is represented by a sparse 
distribution of articles. Considered at a macro-level articles can appear similar 
(Smith et al., 2011), but on close inspection they are found to be largely standalone 
studies, independent of each other with results that cannot be generalised (Bélanger 
& Crossler, 2011).  Given the imbalance between academic evidence and real world 
activity there is a growing need for research in and around Information Privacy.  
Another important finding is the absence of a universal theoretical model or 
framework that can be directly applied to this project. Based on current literature it 
may be that a single theoretical framework or model cannot be developed, as the 
consideration of a consumer’s willingness to reveal LocID while using a mobile 
device falls within the domain of a “wicked” or indeterminate problem for which 
there is no “tame” or determinate solution (Rittel & Webber, 1973, p.160). This 
situation is addressed in much of the literature, which is explicit in recommending 
that future research will need to accept more interdisciplinary engagement to fill the 
gaps in knowledge related to Information Privacy.  
A consistent observation from the literature review is the fundamental differences 
between the development, growth and use of LBS and LocID in terms of the “mobile 
web” over previous integrations of the static web or the dot com internet and its next 
more interactive iteration as “Web2.0” (O'Reilly, 2009).   
Much of the literature identified in the search was based on theories and frameworks 
developed for information and management systems environments grounded in 
classical industrial economic practice and theory, which predate both the dotcom and 




have significantly altered traditional assumptions around time and place in the 
delivery of consumer value, which may explain the findings of Smith et.al. that much 
of the current literature is context driven, and reliant on overlapping constructs which 
make it difficult to generalise results (Smith et al., 2011).  
Mobile services are available to consumers from wherever they want, whenever they 
want ( Clarke & Wigan, 2011). To illustrate this point, a 2011 study from Google 
found that 39% of respondents used their mobile device in the bathroom (Rao, 2011). 
According to a Convince&Convert™ Digital Marketing Advisors this behaviour is 
now recognised and used for targeted mobile advertising opportunities (Warden, 
2011 ). Novelty aside, this example goes some way to illustrate a profound difference 
between traditional desktop and mobile web services and the way they are 
considered and framed in the literature.    
The consequences of the shift were identified by Lusch et.al. in the article “Toward a 
conceptual foundation for service science: Contributions from service-dominant 
logic” where they make the point that digital services are created “with” the 
consumer and not “for” them (Lusch et al., 2008, p.10). Within the current IS and IT 
literature this nuanced change appears to have been largely ignored, which is 
understandable considering that S-D logic is presenting its own challenges to general 
Business/ Management and Marketing. As noted by Vargo and Lusch in their 
introduction to a 2010 special issue of the Journal of Business Market Management 
“many mainstream marketing terms take on different meanings when viewed from an 
S-D logic perspective rather than a Goods-Dominant logic (G-D logic) perspective” 
(Vargo & Lusch, 2010, p.167. It is a contention of this thesis that the same can be 




Further, many of the artefacts used for and by mobile services are incompatible with 
the underlying conventions of G-D logic. This includes the mobile technologies of 
cloud computing and social networking platforms, which are driving the LBS and 
LocID creation and use. The intangible nature of digital services, their reframing of 
time and place to being available from anywhere at anytime, and the fact thy are 
created “with” the consumer rather than “for” them challenges much of the literature 
established for G-D logic (Schmidt & Cohen, 2013). 
Considering LBS and LocID using S-D logic changes many of the established and 
accepted features of literature reliant on the principles of Goods Dominant logic (G-
D logic). From their seminal publications proposing S-D logic, and later 
developments as Service Science, Stephen L. Vargo, Robert F. Lush and several co-
authors (Lusch et al., 2008; S. L.  Vargo & R. F. Lusch, 2004; Stephen L. Vargo & 
Robert F. Lusch, 2004; Vargo & Lusch, 2010) have provided a framework that can 
be used to describe the inputs, outputs and effects of mobile services. The most 
useful consideration to this project being that mobile services are designed, created 
and used “with” rather than “for” an individual, household or firm. This difference is 
fundamental to the value of mobile services and the way this thesis considers the 
willingness of a consumer to reveal their location identity data.  
The new environment of mobile services, LBS and LocID reverse and invert many 
established and accepted values. Power structures have flipped from top-down to 
bottom-up, from flowing out from the centre out to flowing from the margins to the 
middle. An over simplified example of this can be observed in the way mobile 
services are impacting organisations. Until recently a firm considered its IT 




environment; staff used what the firm provided and clients worked through the staff 
to access the firm’s products via these systems. Mobile services have reversed this; 
staff bring their own devices (BYOD) to work and expect to connect to them to the 
firm’s systems and, more profoundly, clients expect to connect to the firm directly to 
access services; often through third party social networking platforms and using 
cloud-computing services. Confronted by this situation firms are increasingly making 
decisions based on their perceived “need to have a social media presence” with no 
strategic or operational consideration of how, where or why this might impact 
business (Bharadwaj, El Sawy, Pavlou, & Venkatraman, 2013).  
The growing demand for mobile services that leverage the morphing capabilities and 
capacities of mobile technology, cloud computing, and social networking platforms 
are driving change in both academic and organisational practice (Clarke & Pucihar, 
2013). Mobile services are new; they existed as an idea ten years ago, and became 
widely offered in 2010. In January 2013 CNN reported that access to Facebook from 
mobile devices had passed those of web access requests and its CEO, Mark 
Zuckerberg announced that in 2012 Facebook had moved from being an internet 
company to a mobile company, with over 1.06 billion active users (Kelly, 2013). 
In summary, little academic literature was found that was directly related to the 
specific research topic. However, following Bélanger & Crossler’s (2011) review 
and proposed IPCMLF model, the search proved useful for considering potential 
research questions to fill gaps in the literature and drive potential future research 
projects. The domain of location aware mobile services is new, so the search allowed 




flexible, interdisciplinary approach to further research and the need for this project to 
be conducted as an exploratory research activity.  
This thesis will generate a range of hypotheses to be used in the development of a 
future research agenda. The following questions are considered in the project:  
1. Do individuals know about LBS? 
2. Do they trust & whom do they trust? 
3. Are individuals using LBS apps?  
4. What personal information are individuals sharing? 
5. Who are they sharing it with? 
6. Are individuals trading their privacy for convenience? 
7. Do individuals know they are making this trade-off? 
2.5 CONCLUSSION 
The snowball search provided a range of different options for approaching IP 
research, including literature from both the sciences and the arts. Of note was the 
usefulness of concepts and ideas from Services Science, including Vargo & Lusch's 
Service-Dominant Logic (S-D Logic). S-D Logic provides a suitable framework for 
describing and considering mobile services, LBS and LocID – and interactions with 
these services at the level of individuals, groups, organisations and societies – 
because it describes services as created 'with' rather than 'for' the various actors. It is 
noted that this shift in the context of service creation alters much of the established 
areas of literature related to IP, which are based on Goods-Dominant Logic (G-D 
Logic).  
It is a contention of this thesis that much of the literature identified to date lacks the 




mobile services, LBS and LocID, largely because (a) it is based on G-D Logic, the 
dominant logic of industrialised society; and (b) much of the literature identified to 
date has been developed independently within discipline boundaries or 
specialisations.  
The snowball search of interdisciplinary research did, however, identify several 
works of interest, including the concept of S-D Logic, which places services at the 
centre of information economy values. Mobile services are wholly digital and 
represent the first generation of services situated purely within the information 
economy; and thus are more appropriately positioned within S-D Logic than the G-D 
Logic developed for industrial economic values.  
Thus, the literature review was instrumental in exposing the need for more research 
in the area of Information Privacy; and the need for practitioners and researchers to 
consider an interdisciplinary approach to the overall area of Information Privacy 
research (Smith et al., 2011). Bélanger & Crossler’s (2011) article provided an 
independent verification of issues that were being experienced in the formative 
development of the project, that being: there are gaps in the knowledge regarding 
information privacy; there are currently no applicable theoretical frameworks 
available; privacy policies are developed for organisations not individuals; and it is 
not known whether individuals are aware of the personal information they are 
providing when using a mobile service (p.1018).  
Based on these findings, Study One of this thesis was developed with the aim of 
understanding: which types of organisations consumers trust with their personal 
information, what information they trust these organisations with, whether they are 










CHAPTER 3   WHO DO YOU TRUST & WITH WHAT? 
3.1 INTRODUCTION 
Location Based Services (LBS) represent a new type of consumer digital mobile 
service. Ten years ago LBS did not exist in mass consumer markets and are only 
relatively new in mainstream consumer markets. The convenience enabled by LBS is 
considered the primary driver behind the growth of mobile technologies, cloud 
computing and social networking platforms. This convergence is demonstrated in the 
rise and rise of Facebook Inc.   
In January 2013, CNN reported that access to Facebook from mobile devices had 
surpassed the number of desktop web access requests, and that CEO, Mark 
Zuckerberg, considered the company had evolved from being an Internet company to 
a mobile company, with over 1.06 billion active users (Kelly, 2013).   
This growing adoption of digital mobile consumer technologies and services is 
transforming the way societies communicate, operate and engage.  LBS are central to 
consumer engagement in this new digital environment, which is challenging many of 
the normative social, commercial and legal values of established industrial 
economies. Central to the value of mobile services is convenience, allowing 
individuals to access services from anywhere at any time. However, in order to take 
advantage of this convenience, individuals are required to trade-off traditional 
conventions of trust derived from established principles of privacy and security 
(ACMA, 2012a, 2012b). 
This chapter considers the attitude and behaviour of university students toward their 





3.1.1 Location Based Services (LBS) and Location Identity Data (LocID) 
LBS combine physical location and identity data to enable a range of services. The 
Australian Communications and Media Authority (ACMA 2012 b) described LBS in 
their 2012 Location Services, Personal Information and Identity report as 
“applications and tools that use the location of the user to add value to services and 
provide tailored information for the user”. This definition is consistent with many 
other definitions of LBS, including the US Government Federal Communications 
Authority’s 2012 report, Location-Based Services – An Overview of Opportunities 
and Other Considerations. This defines LBS as “mobile services that combine 
information about a user’s physical location with online connectivity and are 
transforming the way Americans work and play.” (US FCC, 2012).  
LBS are a class of digital service dependent on access to a specific type of data, 
Location Identity Data (LocID). LocID contains explicit geographical co-ordinates 
and a unique device code which is linked to an explicit individual, this data can then 
be plotted to a real physical point on the earth’s surface (Dawson et al., 2006). 
LBS create, use, share and store massive amounts of data related to individuals. LBS 
are a primary contributor to the emerging phenomenon of big data, which is 
increasing on a scale of magnitude that is barely even understood by humans. One 
estimate by (Davenport, 2014) is 2.5 quintillion (that’s 2.5 followed by eighteen 
zeros) bytes of data is generated around the world per day. This data is collected 
from an array of sensors and networked devices, whose population surpassed that of 
humans in 2011. Billions of these devices are consumer mobile devices and each one 
is producing exhaust clouds of LocID particles, which map human activity 





LocID is the meta-data of LBS and establishes a new context for data by providing a 
location awareness of how, why and where a service is accessed; information that is 
then used in the provision of future digital services. LBS are fast, effective, efficient 
and cheap. These factors combine to deliver new and compelling types of mobile 
services that have disrupted environmental, social and economic values, institutions 
and regions (Schmidt & Cohen, 2013). 
3.1.2 Service Science, and nuanced change in creating value  
Service Dominant Logic (S-D Logic) portrays value as being achieved “with” rather 
than “for” the service user (Karpen, Liliana, Lukas, & Lukas, 2012). This represents 
a fundamental shift in the strategic worldview, or dominant logic, of industrial 
economies, which are based on Goods-Dominant Logic (G-D Logic). This G-D 
Logic worldview holds that value is created away from the customer “for” their use 
and is heavily focused on the production and experience of a tangible product (Lusch 
et al., 2008). LBS and LocID, on the other hand, are both intangible and require 
explicit engagement with individual consumers to create value. Consumer value is 
fulfilled through the creation, transmission, processing and delivery of the intangible 
resource of data. Data is completely unlike the tangible resources acted upon in 
earlier industrial economies (Lusch et al., 2008). 
3.1.3 Attitudes, Behaviours and Privacy 
Attitudes and behaviours related to privacy are changing when we consider how, 
what, when, where and with whom we share personal information and data. The 




dealings and government interactions, and therefore remains critical to the value 
proposition of related services (Clarke & Pucihar, 2013 pp.279). 
Since 2007, privacy considerations have been increasingly challenged by a third 
value, convenience. This is especially true in the context of digital mobile services 
(ACMA, 2012b). The attitudes and beliefs of consumers to revealing their personal 
data and information when using these services are not fully reflected in current 
literature (Clarke & Pucihar, 2013). 
The level of convenience now provided by mobile services is creating a new 
complexity within the social framing of digital privacy (Lipton, 2010). Mapping 
Online Privacy, considers the changing privacy environment and the impact mobile 
services are having. Her work considers the historical development of privacy; in 
particular, digital privacy, which developed from the individual’s desire to protect 
themselves from Government, and later, corporate interest.  However, her work is 
vague in its treatment of a new type of privacy distinction, protecting individuals 
from other individuals. This is particularly relevant in the mobile services domain 
where sharing, tagging and checking-in “friends” is the new normal (Lipton, 2010). 
3.1.4 Trading Privacy for Convenience  
The 2009 work “How much do you tell?” by (Schrammel, Koffel, & Tscheligi, 2009) 
found that “no systematic comparisons of differences in information disclosure 
behaviour” exist between different types of social or business networking platforms, 
such as Facebook, LinkedIn and Flickr. They go on to state, “Even though most users 
declare that they are concerned about their privacy … they often act contradictory”. 
They provide examples to demonstrate that many consumers are “completely 




difficulties in estimating short and long term risks in connection to the disclosure of 
private information” (Schrammel et al., 2009 pp.275). Thus, it is surprising that there 
is almost no research exploring this contradiction between an individual’s stated need 
for privacy and their willingness to use applications that collect their personal data.  
Trust represents a complex issue in the context of Location Based Services. “The 
technological realm of which we speak is so extensive and intricate, and the 
conceptual domain of trust so broad and varied, we must make some qualifications 
and simplifying assumptions.” (Nissenbaum, 2001, pp.. 638). 
As outlined in Nissenbaum’s (2001) work on securing trust online, the conceptual 
and technical scope of trust will be simplified to a relationship between a trustor and 
trustee. In this context, the consumer or individual to whom intentions, motivations, 
interests and reasons can be attributed represents the trustor. The trustee is the 
individual, group, organisation, firm, business or government responsible for the 
creation, development, distribution, maintenance and management of the LBS.  
As with Nissenbaum’s approach, this Trustor-Trustee model does not exclude trust in 
the online context: trust in the networked, digital information systems themselves; 
and trust in the layered hardware and software that individually comprise the micro 
and macro systems in place to realise the LBS (Nissenbaum, 2001). 
This study seeks to understand the attitudes and behaviours of a cross-sectional 
convenience sample of university students toward their personal private data: who 
they‘d share it with, and their behaviour when using mobile services known to utilise 






The survey was developed to examine consumers’ attitudes and behaviour toward 
revealing private information when using a range of mobile services on their 
personal smart devices. The survey also sought to determine the level of awareness 
these consumers had of Location Based Services (LBS) and whether they used these 
services. 
The survey was developed in an effort to obtain some basic knowledge around the 
rapidly emerging mobile digital services environment, for which there was very little 
relevant literature. The commercial acceptance and adoption of mobile technology, 
cloud computing and social networking platforms is creating new types of behaviour, 
new products and new capabilities for accessing data and information about 
individuals. The survey was designed to collect data for future use in hypothesis 
generation; as a result the questions were not grounded in any one particular 
theoretical model or framework.   
The first section used a five point Likert Scale (from 1. Completely Trust to 5. 
Completely Distrust) and asked respondents a series of questions about their attitude 
to sharing personal information with a range of organisations.  These organisations 
included three emergency services, five personal services, four social networking 
services and four commercial retail services.  
The second section asked respondents about particular types of personal information, 
the type of information they were willing to share, and which organisations they 




date of birth and marital status), address details (both theirs and their friends), and 
personal information, ranging from their driving record to sexual preference.  
The third section asked respondents about their attitude to using mobile services for 
accessing information or services from the same organisations addressed in Section 
1, on a five point Likert Scale ranging from (1.) Willing to (5.) Unwilling.  
3.2.2 Participants  
The participants were commencing undergraduate students from a single regional 
university in New South Wales, Australia, attending Orientation Week in March 
2012.    
A total of 435 respondents completed and returned the survey, however 38 were 
excluded because they had not completed all sections of the survey. This provided a 
total of 397 complete surveys for data analysis. Just over half (55.4%) of the 
participants were female, the majority (73.8%) were born in Australia and 91.2% 
were full-time students. Participants ranged in age from 17-63 years, with a mean age 
of 21.7 years.  
3.2.3 Data Collection 
The survey was conducted as part of an annual student health and behaviour survey 
conducted by the Centre for Health Initiatives, a research centre located at the 
university. Data was collected using a paper based intercept survey. A group of 
trained research assistants approached students attending the orientation week events 
and asked them to complete the survey. Respondents were given a bag of 





Data was entered into SPSS Ver19, and 10% were then re-entered for reliability 
checking and quality assurance. Data was cleaned to remove incomplete responses 
and obvious cases of non-legitimate completions (i.e. “Give me the lollies”).  
Descriptive analyses were run for all variables to explore patterns in the data. An 
independent T-test was used to explore differences in means on scale items by 
demographic variables: Gender (Male vs. Female); Age (recoded as <21 (55.6% 
n=212) vs. 21+ (44.4%, n=169) (this cut off point was selected as most viable in 
order to create two dichotomous age group categories); and Country of Birth 
(Australia vs. Other). Due to the very small number of part-time students (6.3%), it 
was not possible to examine differences by enrolment status. Chi-square analyses 
were used to explore differences in categorical data by the same demographic 
variables.  
3.3 RESULTS  
3.3.1 Demographics: Detailed Descriptive Analysis 
Participants ranged in age from 17 to 63 (mean 21.7, SD = 5.88). Of these 30.5% 
were aged 17-18, 35.5% aged 19-21, 28.0% aged 22-30, and 6.0% over 30 years. 
Slightly more than half (55.4%, n=220) were female. Age data was then separated 
into two roughly equal groups: 20 years old and younger (55.6% n=212), and 21 and 
older (44.4%, n=169).  
Approximately three-quarters (73.8%, n=293) of respondents were born in Australia; 
other countries reported by more than five respondents were China (n=22), the USA 
(n=10), England (n=8), Canada (n=6) and Iran (n=6). The largest proportion of the 




41.0% (n=163), indicating they were Non-religious/Atheist. The remaining 
respondents indicated they were: Muslim 3.5% (n=14) or Buddhist 3.3% (n=13), 
while 6.4% (n=25) belonged to various other religions. 
The majority of respondents reported living with family (40.6%, n=161), followed by 
living with friend(s) (24.9%, n=99), living on campus (18.1%, n=72), living with a 
partner (8.3%, n=33), living alone (6.5%, n=26), and ‘other’ (1.3%, n=5). 
Most respondents (91.2%, n=362) were enrolled as full-time students; more than 
three-quarters (78.1%, n=310) were domestic students.  The majority were either not 
working (43.1%, n=171) or employed on a casual basis (40.6%, n=161); only 9.6% 
(n=38) were employed part-time.  
3.3.2 Personal Information and Trust 
Table 3.1: Mobile Service Usage Categories 
State Emergency 
Services (EMS) Ambulance Fire Police 
Direct Personal 
Services (DPS) 
University Your	  Bank iTunes 







Dominos	  Pizza McDonalds 
eBay Amazon 
 
The organisations named in this section represent four broad categories of mobile 
services: State Emergency Services, Direct Personal Services, Social Networking 
Platforms and Commercial Retail Services. Several services listed could be 
considered to be in more than one category. iTunes was placed in the Direct Personal 
Services category as it represented a local personal content management service. 
Microsoft was included in the Social Networking Platform category as the university 
had just migrated all student email accounts to the “Microsoft For Life” account and 




experience. There were giveaways and prizes, including t-shirts, Microsoft Office 
software and X-Box games consoles, so it would have been difficult for a survey 
respondent not to have at least seen these marketing efforts at the time of the survey. 
3.3.3 Who do they trust? 
As shown in Table 3.2 (below), the organisations that respondents reported trusting 
the most with their personal information were the three emergency services. 70.8% 
completely trusted and 23.4% mostly trusted Ambulance; 68.0% completely trusted 
and 25.7% mostly trusted Fire; and 60.5% completely trusted and 27.0% mostly 
trusted Police. 
Table 3.2: How much do you trust the following organisations with your personal 
information? 













Ambulance 70.8%(281) 23.4% (93) 4.5% (18) 0.5% (2) 0.8% (3) 
Fire 68.0%(270) 25.7%(102) 5.3% (21) 0.5% (2) 0.5% (2) 




University 46.9%(186) 40.8%(162) 9.3% (37) 1.0% (4) 2.0% (8) 
Your bank 48.4%(192) 38.8%(154) 8.8% (35) 2.5% (10) 1.5% (6) 
iTunes 15.6% (62) 32.5%(129) 34.5%(137) 10.1%(40) 7.3% (29) 
Taxi 6.8% (27) 16.1% (64) 41.6%(165) 20.4%(81) 15.1% (60) 
Public 




Facebook 8.3% (33) 18.1% (72) 34.3%(136) 24.2%(96) 15.1% (60) 
Google 11.1% (44) 20.9% (83) 34.0%(135) 21.4%(85) 12.6% (50) 
Twitter 7.1% (28) 13.1% (52) 39.8%(158) 21.2%(84) 18.9% (75) 




Dominos 7.3% (29) 15.9% (63) 43.1%(171) 20.4%(81) 13.4% (53) 
McDonalds 7.3% (29) 13.4% (53) 41.1%(163) 20.9%(83) 17.4% (69) 
eBay 8.3% (33) 28.7%(114) 35.8%(142) 17.6%(70) 9.6% (38) 
Amazon 7.8% (31) 24.4% (97) 40.6%(161) 17.4%(69) 9.8% (39) 
  = Majority of respondents per Category 
 
The only other two organisations trusted by more than half of the respondents were 




distrusted) and the university (46.9% completely and 40.8% mostly trusted, and only 
3.0% distrusted). 
In relation to other organisations, approximately one in five reported completely or 
mostly trusting Dominos Pizza (23.2%), McDonalds (20.7%), taxi companies 
(22.9%) and public transport (28.7%). However, in each of these cases, more than 
41% reported that they neither trusted nor mistrusted these organisations with their 
personal information. 
The online organisations, like eBay, Amazon, and iTunes, fared slightly better; 
although the proportion that ‘completely trust’ eBay and Amazon was less than 10%. 
48.1% reported that they trust (completely and mostly) iTunes; 37.0% displayed 
positive trust for EBay; and 32.2% for Amazon. Just over one-quarter (27.2%) of 
respondents reported a negative level of trust (mostly or completely distrusting) in 
eBay and Amazon, compared with 17.4% for iTunes. 
Social network sites fared particularly poorly; with only 26.4% reporting that they 
completely or mostly trusted Facebook and 20.2% Twitter. These two also received 
the highest proportion of respondents stating that they distrust them with their 
personal information; 39.3% and 40.1% respectively. There was greater trust in 
Google (32.0%) and Microsoft (34.2%) services. 
Table 3.3: Trust Values (as a continuous variable using Likert responses) 
Completely 





1 2 3 4 5 
 
Table 3.3 (above) shows the Likert Scale data for Trust treated as interval data, so as 
to enable comparisons between the different attitudes, such as “Completely Trust” 




tests and ANOVA in providing the findings (Manning & Munro, 2007) in Table 3.4 
below.  
Table 3.4: Reported trust by Country of Birth  
Service Australian Mean Non-Australian Means t P 
Ambulance 1.28 1.63 -3.74 .000 
Fire 1.32 1.62 -3.285 .001 
Police 1.56 1.69 -1.282 .201 
Dominos 3.27 2.87 3.353 .001 
McDonalds 3.40 2.93 3.705 .000 
EBay 2.98 2.73 2.019 .044 
Amazon 3.09 2.64 3.701 .000 
iTunes 2.70 2.37 2.674 .008 
University 1.71 1.70 .048 .962 
Your Bank 1.72 1.64 .783 .434 
Taxi Company 3.31 2.93 3.024 .003 
Public Transport 3.19 2.63 4.556 .000 
Facebook 3.34 2.80 4.194 .000 
Google 3.23 2.49 5.739 .000 
Twitter 3.50 2.81 5.538 .000 
Microsoft 3.09 2.50 4.600 .000 
 
The results indicate males were less likely to trust the Police (1.71 vs. 1.50, t=2.22, 
p=0.027), but more likely to trust Google (2.90 vs. 3.15, t = -2.097, p = 0.037) and 
eBay (2.80 vs. 3.01, t= -1.954, p= 0.051).  There were no other significant gender 
differences. 
With age categorised into two groups: <21; and 21+, the older respondents (+21) 
were less likely to trust the emergency services with their LocID: Ambulance (t=-
3.93, p=0.000), Fire (t=-3.43, p=0.001), and Police (t=-2.68, p=0.008). Older 
respondents (+21) were also less trusting of the University (t=2.35, p=0.019) and 




As shown in Table 3.4, there were considerable differences in reported trust by 
country of birth in all categories, with the variation significant in their willingness to 
trust all but two sources with their LocID (University and their Bank). Respondents 
born in a country other than Australia were less likely to trust emergency services: 
Ambulance (t= -3.74, p= 0.000) and Fire (t= -3.285, p= 0.001). Conversely, they 
were more likely to trust commercial providers: Dominos (t = 3.353, p= .001), 
McDonalds (t= 3.705, p= 0.000), Taxi Company (t= 3.024, p= 0.003), and Public 
Transport (t=4.556, p= 0.000).  
Those born in a country other than Australia were also more likely to trust online 
providers: eBay (t= 2.019, p= 0.044), Amazon (3.701, p= 0.000), and iTunes (t= 
2.674, p=0.008). Finally, they were also more likely to trust social network sites: 
Facebook (t= 4.194, p= 0.000), Twitter (t= 5.538, p= 0.000), Google (t= 5.739, p= 
0.000), and Microsoft (t= 4.600, p=0.000). 
3.3.4 What personal information would they be willing to share with a 
“trusted source”? 
Respondents were then asked whether they would be willing to share specific types 
of information with a ‘trusted source’.  As shown in Table 3.5, the majority of 
respondents reported that they were willing to share their date of birth (86.3%) and 
marital status (82.7%). More than half were willing to share their sexual preference 
(72.0%), home address (60.1%), health record (54.1%) and driving record (51.0%). 
However, only a third were willing to share their purchase habits (38.3%) and 
physical location (37.5%); and only a quarter, their friends’ contact details (26.3%) 
and bank or credit card details (25.2%). 




Personal Data  Yes No Not sure 
Date of birth 86.3 8.4 5.3 
Marital status 82.7 11.9 5.3 
Sexual preference 72.0 20.4 7.6 
Home address 60.1 29.5 10.4 
Your health record 54.1 36.2 9.7 
Your driving record 51.0 39.0 9.9 
Your purchase habits 38.3 46.2 15.6 
Your physical location (GPS/LBS data) 37.5 49.7 12.8 
Friends’ contact details (address book) 26.3 58.7 15.1 
Bank/credit card details 25.2 56.5 18.3 
 
Analysis by gender found that females were more likely to report they would be 
willing to share their driving record (56.0% vs. 44.6%, X2= 09.30 p=0.01), and their 
health record (58.1% vs. 48.9%, X2= 0.7.83, p=0.02). While in other areas of 
personal information, females and males showed similar levels of willingness to 
share, but significant differences in what they would not share. That is, males were 
more likely to indicate they would not share personal information, while females 
were more likely to state they were unsure about sharing the same personal 
information. Males were more also less likely to share their bank/credit card details 
(62.5% vs. 51.9%, X2= 05.99, p=0.05); their friends contact details/address book 
(64.0% vs. 54.6%, X2= 07.51 p=0.023), and their purchase habits (50.3% vs. 43.1% 
X2= 08.43, p=0.015). There were no significant differences between female and male 
respondents in their willingness to share date of birth, marital status, sexual 
preference, home address or physical location data.  
Analysis by Country of Birth (Australia/Not Australia) showed those born in 
Australia were more willing to share their date of birth (88.7% vs. 79.8%, X2= 12.06, 
p=0.002), marital status (86.3% vs. 73.1%, X2= 10.20, p=0.006), sexual preference 




08.32, p=0.016) than those not born in Australia. Those not born in Australia were 
less likely to be willing to share their bank/credit card details (66.0% vs. 53.1%, X2= 
07.94, p=0.019). There was no significant difference by country of birth in the 
respondents’ willingness to share their address book, physical location, purchase 
habits, driving record, or health record.  
Analysis based on the younger (<21) and older (21+) age groups showed younger 
respondents were more willing to share marital status (86.7% vs. 76.2%, X2= 06.98, 
p=0.03). There were no significant differences between the two groups in their 
willingness to share any other piece of personal information.  
 
3.3.5 Use of Location Based Services 
Over half the respondents reported that they had used LBS on a map/direction finder 
(57.9%) or a social network site (52.6%); approximately one-third for a product or 
service delivery (35.8%) or an online purchase (33.2%); and 21.4% for an emergency 
service (Table 3.6). 
 
 
Table 3.6: Usage of LBS by service type 
Type of Mobile Service Yes No Not Sure No Response 
Map/direction finder 57.9%(230) 26.4%(105) 9.3%(37) 6.3% (25) 
Social network 52.6%(209) 31.7%(126) 9.3% (37) 6.3% (25) 
Product Delivery  
(e.g. pizza) 
35.8%(142) 46.3%(184) 11.3%(45) 6.5% (26) 
Online purchase 33.2%(132) 48.4%(192) 12.1%(48) 6.3% (25) 




3.3.6 Willingness to use Location Based Services to obtain information or 
services 
Respondents were asked how willing they were to use a location-based service when 
they required information or services from the following organisations. 
Table 3.7: How willing would you be to share your location data to use the following 
services? 











Ambulance 63.7%(235) 20.9%(77) 11.7% (43) 1.6% (6) 2.2% (8) 
Fire 62.1%(229) 21.4% (79) 12.2% (45) 1.6% (6) 2.7% (10) 




University 41.8%(151) 29.9%(108) 17.7% (64) 4.4% (16) 6.1% (22) 
Your bank 33.6%(121) 28.6%(103) 23.6% (85) 5.8% (21) 8.3% (30) 
iTunes 19.7% (71) 23.3% (84) 34.3%(124) 9.4% (34) 13.3% (48) 
Taxi 23.3% (84) 27.1% (98) 30.7%(111) 8.9% (32) 10.0% (36) 
Public 




Facebook 22.4% (81) 20.8% (75) 32.7%(118) 12.2%(44) 11.9% (43) 
Google 21.3% (77) 21.6% (78) 33.2%(120) 12.5%(45) 11.4% (41) 
Twitter 15.0% (54) 19.1% (69) 37.4%(135) 13.0%(47) 15.5% (56) 




Dominos 22.6% (83) 25.5% (94) 30.2%(111) 10.6%(39) 11.1% (41) 
McDonalds 19.3% (71) 19.6% (72) 34.9%(128) 11.4%(42) 14.7% (54) 
eBay 19.3% (71) 22.3% (82) 36.0%(132) 8.7% (32) 13.6% (50) 
Amazon 17.5% (63) 22.5% (81) 37.8%(136) 8.9% (32) 13.3% (48) 
  = Over 50% of respondents for the service 
 
Respondents were most likely to report they would use LBS for emergency services: 
ambulance (63.7% willing and 20.9% mostly willing); fire (62.1% willing and 21.4% 
mostly willing); and police (61.7% willing and 20.7% mostly willing). The other 




willing and 29.9% mostly willing), their Bank (33.6% and 28.6%), and transport 
services (taxi company (23.3% and 27.1%) and public transport (24.1% and 26.9%). 
 
However, fewer than half of respondents were willing or mostly willing to share their 
personal location identity data to access information or services from commercial 
organisations, such as: Dominos Pizza (22.6% and 25.5%) and McDonalds (19.3% 
and 19.6%); online stores, eBay (19.3% and 22.3%), Amazon (17.5% and 22.5%), 
and iTunes (19.7% and 23.3%); social network sites like Facebook (22.4% and 
20.8%) and Twitter (15.0% and 19.1%); and search engines, Google (21.3% and 
21.6%) and Microsoft (18.3% and 20.5%). 
3.3.7 Understanding whether personal identity data can be / is being collected? 
The respondents were asked “Do you believe personal information can be / is being 
collected when you use apps on your phone? 
Table 3.8: Understanding whether personal data is being collected  
Location Aware Service Yes No Not Sure Mean SD Range 
Using social media 76.9% (263) 11.7% (40) 11.4% (39) 1.35 .675 2 
Search engines 70.4% (240) 15.0% (51) 14.7% (50) 1.44 .736 2 
Browsing the web 68.7% (235) 18.7% (64) 12.6% (43) 1.44 .707 2 
Uploading photos 67.3% (230) 19.0% (65) 13.7% (47) 1.46 .725 2 
Ordering for delivery 62.3% (210) 22.8% (77) 14.8% (50) 1.53 .723 2 
Using eBay / Amazon 61.8% (209) 24.6% (83) 13.6% (46) 1.52 .723 2 
Taking photos 46.3% (158) 37.8% (129) 15.8% (54) 1.70 .728 2 
Playing games 43.4% (147) 40.4% (137) 16.2% (55) 1.73 .724 2 
 
This finding demonstrates individuals are aware that their personal location identity 
data is being collected, with an average of 62.8% of respondents answering “yes” 
when asked if services could, or did, collect data. The exceptions were digital 




respondents respectively answered “No” to whether they thought personal location 
identity information was collectable.  
3.4 DISCUSSION  
The purpose of this study was to explore, among a sample of commencing 
undergraduate students, the extent to which participants trust different organisations 
with their personal information; the types of information they are willing to share 
with a trusted source; and their willingness to use LBS from a range of organisations. 
Given the lack of relevant published academic literature, the study was designed as 
the first step in a hypothesis generating activity that could be used in the 
development of a PhD research project. The study confirmed the complex 
contradictions and paradoxes present in the attitudes and behaviours of individuals 
when using consumer mobile services.  
The overall findings from the survey indicate that almost half of respondents 
generally trust organisations with their personal information, while one third neither 
trust nor distrust them, and almost a quarter generally distrust them. Just over half of 
respondents were willing to share personal information to use the services, while 
about 3 in 10 reported being neither willing nor unwilling to do so. On average, 
across ten points of personal information, respondents indicated varying degrees of 
trust in even their most “trusted” sources: almost 9 in 10 indicate they would share 
their date-of-birth, while around half would not share their physical location. The 
results were similar for friends’ contact details and bank/credit card details, which is 
somewhat surprising given the respondents’ use of mobile apps (Caetano, 2014).   
These findings explain the recent surge in availability, usage and acceptance of 




which largely advocates the theory that individuals are uncomfortable with sharing 
personal information (Yun, Han, & Lee, 2013).  
These generalisations present an insight into the contradictions that exist for 
individuals when using mobile services and sharing personal data to receive some 
utility. Substantial differences in trust were identified between different 
organisations. The most trusted organisations were emergency services (Ambulance, 
Fire and Police). Other organisations trusted by approximately half of the 
respondents were their own bank and university. They were least likely to trust social 
network sites and commercial retail services, particularly those that have bricks and 
mortar shop fronts, like Domino’s Pizza and McDonalds. There was few gender 
differences identified, but substantial differences by age:  older respondents were less 
likely to trust organisations with their data and country of birth. Finally, those born in 
Australia were more likely to trust emergency services, but less likely to trust 
commercial providers.  
Differences between genders in willingness to share information with EMS may be 
easily explained when considering in the context of PWC’s 2012 consumer privacy 
report, “The Speed of Life” which found women are more likely to share data for 
individual benefit, which it is reasonable to assume they would be seeking from an 
EMS.  While the gender difference in willingness to share driving records could be a 
result of women generally having a better driving record than men for which they 
may benefit in terms of vehicle insurance premiums (Marsh, 2004) or employment 
(Soufiane, 2006). The differences by gender in willingness to share data across 
categories and by individual data items illustrate another potential area for future 




In the case of non-Australian students being less trusting of sharing identity data with 
EMS than Australian born students the finding was limited to the general finding of a 
significant difference between the two groups. The non-Australian group was made 
of students from a range of Asian, Middle Eastern, African, European, North and 
South American countries. The largest single country represented being China 
(n=22), with a long tail of including USA (n=10), Canada (n=6), Iran (n=6) and so 
on. Further complicating this were students who self identified as Scottish, Welsh, 
English and British.  The low numbers of students from individual countries it was 
not possible to perform valid statistical analysis. Also given the respondents 
demonstrate an unwillingness to share their personal information with EMS relative 
to Australian born peers and the small numbers of students from each country, it was 
considered possible that individual respondents could be personally identified. Given 
that in terms of student visa over stayers “Traditionally the highest number of 
unlawfuls have come from the USA and the UK” (White, 2014) this finding 
demonstrates the depth and complexity confronting IP research. Further research 
with a larger sample of international students is required to understand if this 
difference is real and what they underlying factors contributing to the difference, if it 
actually exists are.  
The study also highlights the structural problems in many established theoretical 
models and frameworks, which lack the power to describe the actual attitudes and 
behaviours demonstrated in the use of mobile services. This illustrates the need for 
additional predictors to better evaluate consumers’ attitudes, perceptions and 
behaviours toward the use of mobile services. Many of the established behavioural 




they will engage with the service. However, mobile services do not offer an easily 
provide an individual this freedom of choice. The technology between the consumer 
and services provider is a complex and multilayers “stack” that represents a thing 
beyond the comprehension or capability of a single individual to navigate (Roux & 
Falgoust, 2013). 
Willingness to use LBS was highest for emergency services, and lowest for 
commercial services and social networking; this is consistent with the data on trust. 
However, more than half of the respondents reported having used social network 
sites on their mobile device during the past 12 months and more than one third had 
made an online purchase. This result is in line with the limited literature that finds 
there is an inconsistency between people’s stated levels of trust and their actual use 
of LBS, suggesting that the value of convenience leads people to utilise services they 
do not fully trust. However, an alternate explanation is that they are not aware their 
data is being collected when they use these services. This possibility will be explored 
in Chapter 5, while the following chapter (Chapter 4) reports on a second study 
conducted to gather more detailed information on undergraduate university student 
perceptions of mobile apps.  
Using an average to illustrate respondents’ trust of organisations with their personal 
information, almost half (49%) fell within the mostly or completely trust category, 
while almost one in four (22%) either mostly or completely distrust organisations 
with their personal data. The largest individual group was those who expressed 
neither trust nor distrust (29%). This finding suggests a community who would 
appear to by-in-large trust organisations with their personal data. While by category 




enterprises with their personal data, 91.8% had a positive attitude toward allowing 
emergency services access to the same data. Therefore, the type of service or context 
of service usage plays a large role in the level of trust granted. Mobile devices 
regardless of the services being used, or the context with which a consumer is using 
it, are constantly generating LocID data. Mobile apps and services just access the 
data being created, as required.  
This study provides an important insight into the attitudes and beliefs of the survey 
sample regarding sharing their personal location identity data. This information was 
then used to inform the development of Study Two, which aimed to gain an insight 




CHAPTER 4   WHAT APPS ARE YOU USING? 
4.1 INTRODUCTION  
This chapter reports on the data gathered from Study Two (2013), which was 
developed to better understand the attitudes and behaviours of consumers toward 
mobile apps that utilise Location Based Services (LBS) and collect Location Identity 
data (LocID).  
In 2012, the average smartphone had 41 apps installed (Lunden, 2013). By 2013, 
there were more than two million mobile apps available; logging over 102 billion 
downloads (Rivera & van der Meulen, 2013). In 2014, computer security specialists 
McAfee reported  “82% of apps track mobile activities, with 80% of those actually 
collecting location information… with 4 out of 5 tracking either exact location, 
general location, or last location”. Additionally, they collect a “unique subscriber ID, 
which is linked to your name and other data that can expose your identity.” Further, 
these apps also “read” your text messages, contacts list and calendar data (Caetano, 
2014). 
In order to understand the extent to which people are, knowingly or unknowingly, 
sharing their personal information, the study sought to understand what apps 
individuals are using. In using these apps, individuals are making decisions, again 
knowingly or unknowingly, about how much they trust the providers of these apps, 
and how much information they want to share.   
There are a number of aspects of people’s attitudes and perceptions to be considered. 
These include, in relation to the sharing of information; the extent to which they trust 
the provider of the app and believe their information is safe. However, this is traded 




novel. Even if people are not aware that they are making these trade-offs (in that they 
are not aware their information is being collected), understanding these perceptions 
is essential in determining how best to inform people of the risks and benefits 
inherent in using these apps.  
Thus, this part of the study sought to explore how frequently individuals use each of 
the six types of apps (Social Media, Maps, Commercial Services, Mobile Messaging, 
Photo Sharing, and Mobile Search), their satisfaction with the experience and their 
perception of the app (Trustworthy, Safe, Useful, Current and Simple).  
4.2 METHOD 
4.2.1 Instrument 
This survey was designed to explore the frequency, satisfaction and perceptions of 
different classes of apps (Social Media, Maps, Commercial Services, Photo, Sharing, 
Mobile Messaging and Mobile Search). This survey was designed to expand on the 
findings of Study One (2012) and to answer some of the questions raised by the data 
collected in that study. More specifically, to expand on usage data (as Study One 
only incorporated a yes/no/unknown usage of apps) and a more nuanced assessment 
of the drivers of perception in regards to different types of apps (whether they are 
safe and trustworthy, but also whether they are useful and current). 
Thus, Part 1 of the questionnaire asked respondents about the type and frequency 
with which they used the six different classes of apps (ranging from never to multiple 
times daily). Section 2 asked about their satisfaction with their use of each of app 
using a 5-point Likert scale (from very satisfied to very unsatisfied). Finally, using 
semantic differential bi-polar adjective scales (five point scales anchored by bi-polar 




for example, trustworthy to untrustworthy, useful to useless, and simple to 
complicated.  
4.2.2 Participants  
The participants were commencing undergraduate students from a single regional 
university in New South Wales Australia, who were attending Orientation Week in 
March 2013.    
A total of 394 respondents completed and returned the survey, however 5 were 
excluded, as they had not completed all sections of the survey. This provided a total 
of 389 complete surveys for data analysis. Similar to Study One, more than half the 
respondents were female (61.4%), the majority (71.0%) were born in Australia and 
92.8% were full-time students. Participants ranged in age from 17 to 52 years, with a 
mean age of 21.9 years. 
4.2.3 Data Collection 
As with Study One, the survey was conducted as part of an annual student health and 
behaviour survey being conducted by the Centre for Health Initiatives, a research 
centre located at the university. Data was collected using a paper based intercept 
survey. A group of trained research assistants approached students attending the 
orientation week events and asked them to complete the survey. Respondents were 
given a bag of confectionary, or a bottle of water as reimbursement for their time.  
4.2.4 Analysis 
Data was entered into SPSS Ver 19 and 10% was later re-entered for reliability 
checking and quality assurance. The data was cleaned to remove incomplete 




For the purpose of comparative analyses, variables were recoded into binary 
categories (e.g., age into ‘younger’ or ‘older’) or three categories (e.g., frequency of 
use into ‘daily or more’, ‘weekly or less’, or ‘never’) to ensure sufficient cell sizes 
for chi-square analyses. Scale data, such as satisfaction with use, and perceptions of 
app characteristics were treated as continuous data and analysed using independent 
samples t-tests (e.g. for comparison by gender). 
4.3 RESULTS  
4.3.1 Demographics  
Almost two-thirds of the respondents (61.6%, n=239) were female, 38.3% (n=149) 
were male and one did not report their gender. The mean age was 21.9 years (SD 
5.72; range 17-52 years). For the purposes of analysis, age data was recoded into 
younger (age 17-20; 55.7%, n=216) and older (age 21 and over; 44.3%, n=172). 
The majority were enrolled as full-time students (92.8%, n=361).  Almost three 
quarters (71.0%, n=276) were born in Australia; and the only countries of birth 
identified by more than 10 respondents were China (16), India (13), and the United 
States (12). Consistent with this, the majority (78.9%) were enrolled as domestic 
students. 
Slightly more than one-third reported that they were living with their family (39.9%, 
n=155), in two cases this was their children; followed by campus housing (21.6%, 
n=84); or with friends (21.1%, n=82). Smaller proportions reported living with a 
partner (10.3%, n=40) or by themselves (6.9%, n=27). Slightly more than half were 
currently employed, although this was generally on a casual (39.8%, n=155) or part-
time (13.9%, n=54) basis, with only 2.8% (n=11) working full-time; and the 




The highest proportion identified as Christian (41.2%, n=160), followed by 
unsure/not religious (40.1%, n=156), Muslim (4.9%, n=19), Buddhist (4.4%, n=17), 
Hindu (2.8%, n=11), Agnostic (1.3%, n=5) and Jewish (1.0%, n=4). No other 
religion was reported by more than two respondents.  
4.3.2 Use of Different Types of Apps 
4.3.2.1 Social Media  
The majority (88.8%, n=348) of respondents had used social media apps, with 14 
named across all the responses. In this space, Facebook was the most dominant social 
media app mentioned by respondents (82.8%, n=321); a stark contrast to the next 
most mentioned app, Tumblr (2.3% n=9), which was followed by Twitter and 
Instagram, both mentioned four times (1.2%, n=4). As shown in Table 4.1, 
respondents were most likely to report that they had used a social media app multiple 
times daily (44.1%), or daily (34.2%). They were unlikely to report using it weekly 
(7.9%) or less often (2.3%). 
There was no significant difference in reported social media usage (i.e., used during 
2012) by gender, country of birth, or enrolment status (part-time vs. full-time). 
However, domestic students were more likely to have used a social media app in 
2012 than international students (chi-square = 6.08, p=0.014); and younger 
respondents were more likely have done so than older respondents (chi-square = 
4.37, p=0.037). 





















































































1 Where 1=very satisfied and 5 = very unsatisfied 
 
Frequency of use of social media did not differ by gender or enrolment status. Those 
born in Australia were more likely to report frequent (daily or more) use of social 
media apps than those born overseas (chi-square = 17.92, p<0.001); as were 
domestic students compared to international students (chi-square = 15.15, p=0.001). 
Younger respondents were more likely than older respondents to report frequent use 
of social media apps (chi-square = 13.70, p=0.001). 
As shown in Table 4.2, respondents were most likely to report that they were 
somewhat satisfied (43.0%) or very satisfied (36.7%) with their use of a social media 
app; with only 4.6% (n=16) expressing any level of dissatisfaction. 
Table 4.2: Satisfaction with use of different types of Apps  




















































































As shown in Table 4.3 (below), more than two-thirds of respondents perceived social 
media apps to be current (72.2%) and simple (70.1%); more than half perceived them 
to be useful (57.6%); and just under half considered them to be trustworthy (47.1%) 
and safe (43.1%). Only 14.3% gave them a rating below three stars. Levels of 
satisfaction with social media apps did not vary by gender, age, country of birth or 
student status. 
Table 4.3: Perception of Social Media Apps (used in 2012)1 


















































(11) Complicated 2.06 









(10) 1 Star 2.49 
1 Note that not all respondents answered every item (ranged from 316 to 329 of the 348 who had used 
Social Media apps: The table shows Valid Percentage data) 
 
There were no significant differences between male and female respondents, or 
between domestic and international students, in perceptions of social media apps 
across the six semantic differentials.  Younger respondents were more likely than 
older respondents to perceive social media as trustworthy (2.37 compared to 2.781; t 
= -3.17, p=0.002), safe (2.42 compared to 2.84; t = -3.34, p=0.001) and current (1.81 
compared to 2.10; t = -2.12, p=0.03).  Respondents born in Australia were more 
                                                





likely to perceive social media apps as safe (2.52 compared to 2.81; t = -2.12, 
p=0.04) and simple (1.98 compared to 2.27; t = -2.16, p=0.03); and to rate them more 
highly2 (2.39 compared to 2.76; t = -2.75, p=0.006). 
4.3.2.2 Maps 
Three-quarters of respondents (73.5%, n=288) reported that they had used a map app 
during 2012. Respondents mentioned 9 different services, with the most popular 
being Google Maps (77.1%, n=256), and Apple Maps (4.8%, n=16). As shown in 
Table 4.1 (above), respondents were most likely to report that they had used a map 
app weekly (29.8%), with 15.8% doing so daily or more, 26.7% monthly or less, and 
27.6% (108) never or no response.  
There was no difference in having ever used, or frequency of use, of map apps by 
gender or by enrolment status.  While younger and older respondents did not differ in 
having used map apps, older respondents were more likely to report having done so 
more frequently (22.7% compared to 10.6% daily or more; chi-square = 10.58, 
p=0.005). 
There was no difference in having ever used map apps by country of birth, but those 
born overseas were more likely to have done so more frequently (31.0% compared to 
9.8% daily or more; chi-square = 27.94, p <0.001). Similarly, usage did not differ by 
student type, but international students were more likely to have used a map app 
more frequently (32.5% compared to 11.7% daily or more; chi-square = 22.28, 
p<0.001).   
As shown in Table 4.2 (above), respondents were most likely to report that they were 
very satisfied (44.9%) or satisfied (43.9%) with their use of a map app, with only 
                                                




2.3% (n=9) reporting any level of dissatisfaction. Levels of satisfaction with map 
apps did not vary by gender, age, and country of birth or student status. 
As shown in Table 4.3, more than two-thirds of respondents perceived map apps to 
be current (72.2%) and simple (70.1%); more than half perceived them to be useful 
(57.6%); and just under half considered them to be trustworthy (47.1%) and safe 
(43.1%). Only 14.3% gave them a rating below three stars. 
Table 4.4: Perception of Map Apps (used in 2012)1 


















































(10) Complicated 1.98 









(15) 1 Star 2.19 
1 Note that not all respondents answered every item (ranged from 270 to 283 of the 288 who had used 
map apps; valid percentage data reported in table). 
 
There were no significant differences between male and female respondents, between 
older and younger respondents, or between domestic and international students in 
their perceptions of map apps across the six questions.  Respondents born in 
Australia were more likely to perceive map apps as safe (1.81 compared to 2.21; t = -




4.3.2.3 Commercial Services  
Slightly less than two-thirds of respondents (61.5%, n=231) reported that they had 
used a commercial services app during 2012. Respondents mentioned 11 different 
services, with the most popular being eBay (28.2%, n=94), followed by Apple 
(26.4%, n=88) and Dominos Pizza (6.3%, n=21). As shown in Table 4.1 (above), 
respondents were most likely to report that they had not used a commercial services 
app (38.5%). If they had used a commercial services app this was most likely to have 
been weekly (18.9%) or monthly (18.9%), with the remainder having done so daily 
or more (18.0%), or less than monthly (11.0%). Respondents frequency of use of 
commercial services apps did not differ by any of the demographic variables 
analysed (gender, age, country of birth, enrolment status or student type). 
As shown in Table 4.2 (above), respondents who had used a commercial services app 
were most likely to report that they were very satisfied (29.5%) or satisfied (53.6%) 
with their use of this app, with only 4.2% (n=10) reporting any level of 
dissatisfaction. Levels of satisfaction with commercial services apps did not vary by 
gender, age, and country of birth or student status. 
As shown in Table 4.5 (below), three quarters of respondents perceived commercial  
services apps to be current (76.8%) and useful (75.2%); and more than two-thirds 
perceived them to be simple (73.8%), trustworthy (68.7%), and safe (68.3%). Only 
7.3% gave them a rating below three stars. However, the apparent difference may be 
attributed to respondents naming a range of commercial services, which may have 
very different fulfilment requirements. In the case of eBay, they are an intermediary 
service provider, whereas Dominos Pizza provides an alternative order and payment 






There were no significant differences between male and female respondents, or 
between domestic and international students, in their perceptions of commercial 
service apps across the six questions.  Younger respondents (those 20 years and 
younger) were more likely to perceive commercial services apps as safe (1.95 
compared to 2.27; t = -2.10, p=0.04), current (1.60 compared to 2.02; t = -3.04, 
p=0.003) and simple (1.83 compared to 2.15; t = -2.31, p=0.02). Respondents born in 
Australia were also more likely to perceive commercial services apps as safe (1.99 
compared to 2.31; t = -1.96, p=0.05), current (1.66 compared to 2.06; t = -2.67, 
p=0.008), and simple to use (1.86 compared to 2.19; t = -2.24, p=0.03). 
4.3.2.4 Mobile Messaging  
Slightly less than two-thirds of respondents (64.3%, n=252) reported that they had 
used a mobile messaging app during 2012. Respondents mentioned 28 services, with 
Table 4.5: Perception of Commercial Services Apps (used in 2012)1 


















































(7) Complicated 1.96 









(4) 1 Star 2.13 
1 Note that not all respondents answered every item (ranged from 219 to 228 of the 231 who had used 




Facebook the most popular (33.3%, n=111), followed by Apple (16.8%, n=56) and 
Twitter (5.4%, n=21). As shown in Table 4.1 (above), respondents were most likely 
to report that they had not used a mobile messaging app (36.0%). However, if they 
had used a mobile messaging app, this was most likely to have been multiple times 
daily (25.0%) or daily (22.7%), and less likely to be been weekly (11.5%) or less 
than weekly (4.8%).  
Responses for having ever used, and their frequency of use, for mobile messaging 
apps did not differ by any of the demographic variables analysed (gender, age, 
country of birth, enrolment status or student type). 
As shown in Table 4.2 (above), respondents who had used a mobile messaging app 
were most likely to report that they were very satisfied (45.8%) or satisfied (42.2%) 
with their use of this app, with only 1.5% (n=6) reporting being somewhat 
dissatisfied, and none reported being very dissatisfied. Levels of satisfaction with 
mobile messaging apps did not vary by gender, age, country of birth or student 
status. 
As shown in Table 4.6 (below), three quarters of respondents perceived mobile 
messaging apps to be current (79.1%) and simple (77.5%); and two-thirds perceived 
them to be useful (74.1%), safe (66.4%) and trustworthy (66.3%). Only one in ten 
(10.2%) gave them a rating below three stars. 
There were no significant differences between male and female respondents, or 
between domestic and international students, in perceptions of mobile messaging 
apps across the six questions.  Younger respondents (20 years old or less) were more 
likely to perceive mobile messaging apps as trustworthy (1.96 compared to 2.34; t = -




compared to 1.96; t = -2.38, p=0.003) and simple (1.63 compared to 2.02; t = -2.72, 
p=0.007); and to rate them more highly (1.94 compared to 2.27; t = -2.27, p=0.02). 
Respondents born in Australia were more likely to perceive mobile messaging apps 
as safe (2.00 compared to 2.40; t = -2.34, p=0.01), useful (1.80 compared to 2.13; t = 
-2.04, p=0.04), current (1.67 compared to 2.00; t = -2.15, p=0.03) and simple (1.66 
compared to 2.13; t = -2.83, p=0.005).  
Table 4.6: Perception of Mobile Messaging Apps (used in 2012)1 


















































(7) Complicated 1.80 









(9) 1 Star 2.08 
1 Note that not all respondents answered every item (ranged from 234 to 243 of the 
251 who had used mobile messaging apps; valid percentage data reported in table). 
 
4.3.2.5 Photo Sharing  
Less than half of respondents (44.4%, n=174) reported that they had used a photo-
sharing app during 2012. Respondents mentioned 11 different services. The most 
used service was Instagram (27% n=106), followed by Facebook (8.4%, n=42) and 
then Flickr (1.8%, n=7). As shown in Table 4.1 (above), respondents were most 
likely to report that they had never used a photo sharing app (57.6%, n=226); with 





There was no difference in ever having used, or frequency of use, of photo sharing 
apps by gender, country of birth or enrolment status.  Younger respondents were 
more likely to report having used photo-sharing apps (50.7% compared to 40.1%; 
chi-square = 4.20, p=0.04), and having done so more frequently (25.5% compared to 
14.5% daily or more; chi-square = 7.42, p=0.02). There was no difference in reported 
ever use of photo sharing apps by student type, but international students were more 
likely to report having done so weekly or less (32.5% compared to 19.2%; chi-square 
= 7.42, p=0.02). 
As shown in Table 4.2 (above), respondents who had used a photo-sharing app were 
most likely to report that they were very satisfied (40.5%) or satisfied (38.1%) with 
their use of the app, with only 2.4% (n=4) reporting any level of dissatisfaction.  
Levels of satisfaction with photo sharing apps did not vary by gender, age, country of 
birth or student status.  
As shown in Table 4.7 (below), more than two-thirds of respondents perceived 
photo-sharing apps to be current (76.6%) and simple (72.8%); while more than half 
perceived them to be safe (59.7%), trustworthy (63.2%) and useful (56.9%). Only 
7.6% gave them a rating below three stars. 
Table 4.7: Perception of Photo Sharing Apps (used in 2012)1 
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(9) Untrustworthy 2.18 








(9) Risky 2.27 








(11) Useless 2.25 








(5) Out-dated 1.83 








(4) Complicated 1.90 




(56) (41) (49) (8) (4) 
1 Note that not all respondents answered every item (ranged from 158 to 163 of the 
166 who had used photo sharing apps, as per frequency of use question; valid 
percentage data reported in table). 
 
There were no significant differences between male and female respondents, or 
between domestic and international students, in perceptions of photo sharing apps 
across the six questions.  Younger respondents were more likely to perceive photo-
sharing apps as current (1.71 compared to 2.07; t = -2.02, p=0.04), but there were no 
age-related differences on the other items.  Respondents born in Australia were more 
likely to perceive photo-sharing apps as safe (2.10 compared to 2.66; t = -2.88, 
p=0.004), but did not differ on any other items.  
4.3.2.6 Mobile Search 
The majority of respondents (70.9%, n=278) reported that they had used a mobile 
search app during 2012. Respondents identified 3 branded services: Google (68.7%, 
n=270), Microsoft (1.2%, n=4), and Yahoo (0.5%, n=2). As shown in Table 4.1 
(above), respondents were most likely to report that they had used a mobile search 
app multiple times a day (31.4%, n=123) or daily (26.8%, n=105), with 13.0% 
(n=51) doing so weekly or less, and the remainder not using a mobile search app.  
Ever use and frequency of use of mobile search apps did not differ by gender, age, 
country of birth, or student type. Full-time students were more likely to report using 
a mobile search app daily or more compared to part-time students (60.4% compared 
to 34.6%; chi-square = 7.79, p=0.02); but this should be interpreted with caution due 





As shown in Table 4.2 (above), respondents who had used a mobile search app were 
most likely to report that they were very satisfied (66.4%) or satisfied (28.9%) with 
their use of the app, with only 1.1% (n=3) reporting any level of dissatisfaction. 
Levels of satisfaction with mobile search apps did not vary by gender, age, country 
of birth or student status. 
As shown in Table 4.8, more than three-quarters of respondents perceived mobile 
apps to be current (85.8%), useful (84.9%), simple (82.7%), safe (78.1%) and 
trustworthy (78.0%). Only 8.5% (n=22) gave them a rating below three stars. 
Table 4.8: Perception of Mobile Search (2012)1 


















































(13) Complicated 1.62 









(13) 1 Star 1.82 
1 Note that not all respondents answered every item (ranged from 259 to 265 of the 
278 who had used mobile search apps, as per frequency of use question; valid 
percentage data reported in table). 
 
There were no significant differences between male and female respondents, or 
between domestic and international students, in their perceptions of mobile search 
apps across the six questions.  Younger respondents were more likely to perceive 
mobile search apps as useful (1.62 compared to 1.96; t = -2.19, p=0.03), but there 




were more likely to perceive mobile search apps as safe (1.66 compared to 1.99; t = -
2.22, p=0.03) and useful (1.45 compared to 1.88; t = -2.58, p=0.01). 
4.4 DISCUSSION  
The purpose of this study was to explore how frequently individuals use each of the 
six types of apps (Social Media, Maps, Commercial Services, Mobile Messaging, 
Photo Sharing, and Mobile Search), their satisfaction with the experience and their 
perceptions of the apps (Trustworthy, Safe, Useful, Current and Simple).  
This study was undertaken as a result of the findings of the previous survey (Chapter 
3), which showed that the majority of respondents were using LBS but were wary 
about the types of data they would share, and the types of organisations they would 
share that data with. In particular, only one third of respondents had indicated they 
were willing to share their physical location data.  
The study reported in this chapter expanded on the previous finding that the majority 
of respondents had used the different categories of apps (but not how frequently); the 
data from this study showed that the majority of respondents use several classes of 
mobile apps daily or multiple times daily (social media, mobile messaging and 
mobile search).  
The study also found that general satisfaction with mobile services (the sum of very 
and somewhat satisfied) was very high: Search (95.3%); Maps (88.8%); Messaging 
(88.0%); Commercial (83.1%); Social (79.7%); and Photo Sharing (78.6%).  The 
study found a consensus of strong positive levels of satisfaction, regardless of 
respondents’ demographics. Across all six app classifications there were no 





Study results demonstrated that younger respondents were more frequent users of 
Social Networking and Photo Sharing apps and also reported higher levels of trust in 
them. The results also indicated that international students reported more frequent 
use of map apps. Two-thirds (64%) of respondents had used a messaging app, and of 
those, 88% reported being satisfied with the service (very satisfied 45.8%, satisfied 
42.2%). While the majority of respondents had used Mobile Search apps (70.9%), 
this was almost exclusively through Google (68.7%), which respondents reported 
using on a daily basis (58.2%) with high levels of satisfaction (95.3%). 
The study found surprisingly few differences in perceptions of apps by 
demographics. Differences that were identified were primarily in relation to age and 
country of birth, with younger and Australian-born respondents providing more 
positive responses of several app types on a range of variables. For example, a 
greater proportion of ‘younger’ (under 21 years) than ‘older’ respondents perceived 
Social Networking apps as being ‘trustworthy’, ‘safe’ and ‘current’; Commercial 
apps as being ‘safe’, ‘current’ and ‘simple’; Messaging apps as being ‘trustworthy’, 
‘safe’, ‘current’ and ‘simple’; Photo Sharing apps being ‘current’; and Mobile Search 
apps as being ‘useful’. 
Perhaps the most interesting finding from the study was the dominance of two firms, 
Facebook and Google, in the provision of location aware mobile services to 
respondents, irrespective of any demographic variable. Significantly, 8 out of 10 
respondents named Facebook as their social app, and 1 in 3 as their Messaging and 
Photo Sharing app, while almost 7 out of 10 used Google for their Search and Map 




frequency, those users are very satisfied with the services they use, and that they 
have a positive perception of the services. This matches with real world experiences 
in the growth and popularity of mobile services, however, it does not match the 
concerns users expressed regarding sharing their personal data, as described in 
Chapter 3. Most interestingly, the apps that scored highly in terms of usage 
frequency, user satisfaction and perception (Social, Messaging and Search) are the 
very services most likely to require sharing of LocID to operate and collect large 
amounts of personal data during use. This will be discussed further in Chapter 6, 
while the following chapter reports on data collected to explore whether this 
discrepancy is in part explained by individuals lack of awareness that their data is 





CHAPTER 5   WHAT DO PEOPLE THINK LBS IS? 
5.1 INTRODUCTION  
This chapter reports on data gathered in the 2012 study (Chapter 3) and the 2013 
study (Chapter 4) to explore respondents’ knowledge and understanding of what 
Location Based Services (LBS) are. 
As outlined in the Introduction (Chapter 1) and Literature Review (Chapter 2) there 
is no formal or standard definition for LBS, and consumers are unaware of exactly 
what they are and what they are capable of (ACMA, 2012b). This was reflected in 
the literature of the period and identified in later government reports, including The 
Australian Communication and Media Authority’s December 2012 Report, “Here 
There and Everywhere”, which made the point that greater use of LBS does not 
equate to a greater understanding of the basics of LBS (ACMA, 2012a). 
The findings from the 2012 and 2013 studies indicate that individuals lack an 
understanding of what LBS are, and whether or not their personal Location Identity 
Data (LocID) is being gathered in the process of using LBS. While the 2012 study 
found two thirds of respondents were unwilling to share their personal information, 
including their LocID, the 2013 study showed mobile apps were being used with 
considerable frequency by respondents who were very satisfied with these services 
and had a positive perception of them. Thus, the studies’ findings run counter to each 
other, and support the notion that individuals do not fully understand what they are 
using when they utilise LBS on their mobiles.  
This chapter reports on data collected in the two studies to explore respondents’ 
understanding of LBS. The question asked in the 2012 study sought to establish what 




“What do you understand the term ‘Location Based Service’ to mean?” In the 2013 
study, a series of knowledge questions were developed based on the responses to the 
2012 study’s open-ended question. 
5.2 METHOD 
The method section is divided into two parts to provide separate descriptions of the 
two surveys conducted in 2012 and 2013.   
5.2.1 2012 STUDY – Survey One 
5.2.1.1 2012 - Instrument  
As described in Chapter 3, the first study was conducted in March 2012 in an effort 
to understand what types of personal data individuals were willing to share and 
whom they trusted this data with. A review of literature from the period identified a 
gap in the knowledge around what consumers considered LBS to be.  Thus, the 2012 
study asked respondents to describe what they understood Location Based Services 
to be (open-ended question); and whether they thought their location data was, or 
could be, collected when they used each of eight different types of apps on their 
mobile phone. Possible response choices were: Yes; No; Not Sure. 
5.2.1.2 2012 - Participants   
The participants were commencing undergraduate students from a single regional 
university in New South Wales Australia, who were attending Orientation Week in 
March 2012.    
A total of 435 respondents completed and returned the survey, however 38 were 
excluded, as they did not complete all sections of the survey. This provided a total of 




were female, the majority (73.8%) were born in Australia and 91.2% were full-time 
students. Participants ranged in age from 17 to 63 years, with a mean age of 21.7 
years.  
 
5.2.1.3 2012 - Data Collection  
The survey was conducted as part of an annual student health and behaviour survey 
conducted by the Centre for Health Initiatives, a research centre located at the 
university. Data was collected using a paper based intercept survey. A group of 
trained research assistants approached students attending the orientation week events 
and asked them to complete the survey. Respondents were given a bag of 
confectionary or a bottle of water as reimbursement for their time.  
5.2.1.4 2012 - Analysis 
Data was entered into SPSS Version 19 and 10% was re-entered for reliability 
checking and quality assurance. Data was cleaned to remove incomplete responses 
and obvious cases of non-legitimate completions. 
Descriptive analyses were run for all variables to explore patterns in the data. 
Independent t-tests were used to explore differences in the means on scale items by 
demographic variables: Gender (Male vs. Female); Age (recoded as <21 vs. 21+); 
and Country of Birth (Australia vs. Other). Due to the very small number of part-
time students (6.3%), it was not possible to examine differences by enrolment status. 
Chi-square analyses were used to explore differences in categorical data by the same 




5.2.1.5 2012 - Results 
5.2.1.5.1 What do respondents understand Location Based Services (LBS) to mean? 
Considering the lack of relevant literature and clear definitions for LBS, this survey 
question required an open-ended answer to determine how much consumers really 
knew about Location Based Services (LBS).  
 
Approximately two-thirds (63.7%, n=253) of respondents provided an answer to the 
open-ended question, “What do you understand the term 'Location Based Services' to 
mean?”. These responses were categorised into four groups: Consistent (22.5%, 
n=57); Ambiguous (15.4%, n=39); Inconsistent (17.4%, n=44); and Unaware 
(44.7%, n=113). The candidate and a colleague then coded the classification of 
responses independently; there were only two inconsistencies and these were 
resolved in discussion with one of the supervisors (DI).   
Consistent responses (22.5%) included those who provided a clearly articulated 
response (such as “a service which requires your location to operate successfully” or 
“they can tell where I am and change their service accordingly”); those who included 
the term GPS (Global Positioning System), or a similar term, in their response (e.g., 
“it runs off your GPS”, “ability to locate you using GPS”, or simply “GPS”); and 
those that referred to their/an individual’s physical location (e.g., “based on your 
physical location” or “it may mean the services that I can use where I am at”). 
Ambiguous responses (15.4%) included those that referred to services being local or 
nearby but did not clearly identify whether there was an involvement of a mobile 




location”, “service in your area”, or “services available in specific locations”). 
Respondents that expanded on the acronym but provided no further detail (i.e., 
“Location Based Service(s)”) were also included in this group. 
Inconsistent responses (17.4%) included those that clearly referred to the 
establishment or offering of a service due to local needs (e.g., “services that meet the 
needs of the local community” or “services based in an area due to demand”); and 
generic references to nearby or ‘local’ services (e.g., “services within your home 
town”, “services available around the area I live?” or simply “local services”). This 
category also included responses that clearly referred to an entirely different concept 
(e.g., “helps with alcoholics” or “services/advertising in appropriate places…nappy 
ads at pregnancy centres”) and those that were clearly meant to be humorous (e.g., “I 
want lollies” and “what it says on the box”). 
The unaware category, which accounted for almost half of those who provided a 
response (44.7%), consisted of those who said “I don’t know” (39), “no clue/no idea” 
(31), “not sure/not certain” (22), “I don't understand” (6), or simply “no/nothing” 
(15). 
5.2.1.5.2 Do respondents believe that their personal information can be collected? 
This question required respondents to answer “Do you believe personal information 
can / is being collected when you use apps on your phone (e.g., iPhone, Android) or 
tablet (e.g., iPad, Galaxy Tab)?” by indicating “yes”, “no” or “not sure” to eight 
different activities. These results are presented in Table 5.1 below.  
On average, the study indicated that a little over half (53.3%) of respondents were 
aware their personal LocID was collected when using services on their smart phone, 




comparable to findings from the Australian Communications and Media Authority, 
which reported in 2012 that greater use of mobile services does not equate to a 
greater understanding of what they are, or what they are capable of. This will be 






Table 5.1: Knowledge of services that collect personal information (2012) 
Location Based Service Yes No Not Sure 
Using Facebook, Twitter … 76.9% (263) 11.7% (40) 11.4% (94) 
Using search engines 70.4% (240) 15.0% (51) 14.7% (50) 
Browsing the web 68.7% (235) 18.7% (64) 12.6% (43) 
Uploading photos 67.3% (230) 19.0% (65) 13.7% (47) 
Ordering for delivery  62.3% (210) 22.8% (77) 14.8% (50) 
Using eBay or Amazon 61.8% (209) 24.6% (83) 13.6% (46) 
Taking photos 46.3% (158) 37.8% (129) 15.8% (54) 
Playing games 43.4% (147) 40.4% (137) 16.2% (55) 
 
Approximately two-thirds of respondents were aware that their personal information 
can be, or is being, collected when they use their mobile device to access social 
media apps (76.9% n=263). More than half realised this is also the case when they 
use their mobile device to use search engines (70.4%, n-=240), browse the web 
(68.7%, n=253) and upload photos (67.3%, n=230). Approximately half were aware 
that their personal information can be, or is being, collected when they use their 
mobile device to order products for delivery (62.3%, n=210) or to use eBay or 
Amazon (61.8%, n=209). However, half of respondents were not aware that their 
personal information can be, or is being, collected when they use their mobile phone 
to take photos (53.6%, n=183) or play games (56.6%, n=192). 
Older respondents were more likely than younger respondents to believe that their 
personal data could be collected by game apps (44.4% compared to 31.6%; chi-
square = 7.41, p=0.02), but the age groups did not differ in their responses to any of 
the other questions. There were also no significant differences in knowledge as a 





5.2.2 2013 STUDY – Survey Two 
5.2.2.1 2013 - Instrument 
In this part of the survey, respondents were asked seven true/false knowledge 
questions about the collection and use of personal information by apps installed on 
their mobile devices. To reduce the risk of respondents guessing the correct response, 
the questions were constructed so that in some cases the correct answer was ‘true’: 
• “Apps I install on my mobile device can access my personal ‘contact list’ without my 
explicit permission” 
• “In many cases the apps I use automatically send my data overseas” 
 While in other cases, the correct answer was ‘false’: 
• “My mobile device’s ‘Calendar’ data cannot be accessed by an app I install” 
• “When I delete an app from my mobile device it also deletes all the personal 
information I provided to the service while using the app” 
• “Data I share with a friend is still secure” 
• “My mobile device manufacturer’s (e.g., Samsung, Apple) ‘Terms & Conditions’ 
cover the data privacy for all apps I load on the device”; and  
• “When an app I have installed accesses my personal data without my explicit 
permission it is in violation of the law” 
5.2.2.2 2013 - Participants  
The participants were commencing undergraduate students from a single regional 
university in New South Wales Australia, who were attending Orientation Week in 





A total of 394 respondents completed and returned the survey, however five were 
excluded because they had not completed all sections of the survey. This provided a 
total of 389 complete surveys for data analysis. Similarly to study one, more than 
half the respondents were female (61.4%), the majority (71.0%) were born in 
Australia and 92.8% were full-time students. Participants ranged in age from 17 to 52 
years, with a mean age of 21.9 years.  
5.2.2.3 2013 - Data Collection  
As with the 2012 study, the 2013 study was conducted as part of an annual student 
health and behaviour survey by the Centre for Health Initiatives, a research centre 
located at the university. Data was collected using a paper based intercept survey. A 
group of trained research assistants approached students attending the orientation 
week events and asked them to complete the survey. Respondents were given a bag 
of confectionary, or a bottle of water as reimbursement for their time.  
5.2.2.4 2013 - Analysis 
Data was entered into SPSS Version 19 and 10% was re-entered for reliability 
checking and quality assurance. Data was cleaned to remove incomplete responses 
and obvious cases of non-legitimate completions. 
Descriptive analyses were run for all variables to explore patterns in the data. 
Independent t-tests were used to explore differences in means on scale items by 
demographic variables: Gender (Male vs. Female); Age (recoded as <21 vs. 21+); 
Country of Birth (Australia vs. Other). Due to the very small number of part-time 




square analyses were used to explore difference in categorical data by the same 
demographic variables.  
5.2.2.5 2013 - Results 
The Knowledge Statement section of Study Two consisted of seven statements for 
which respondents were required to indicate whether the statement was “true” or 
‘false”.  However not all respondents answered the questions; where the response 
was left blank the data was recorded as “No Response” and is presented as such in 
Table 5.2 below.  
As shown in Table 5.2 (below), there were substantial gaps in respondents’ 
knowledge about the collection, use and retention of their personal data by the apps 
installed on their mobile devices.  
Table 5.2: Responses to knowledge questions (2013) 
Statement Correct Incorrect No Response 
Apps I install on my mobile device can 
access my personal “contact list” without my 







My mobile device’s “Calendar” data cannot 







In many cases the apps I use automatically 







When I delete an app from my mobile device 
it also deletes all the personal information I 








Data I share with a friend using my mobile 







My mobile device manufacturer’s (e.g., 
Samsung, Apple) “Terms & Conditions” 
cover the data privacy for all apps I load on 







When an app I have installed accesses my 
personal data without my explicit permission 











Approximately three in five were aware that their mobile device’s ‘Calendar’ data 
could be accessed by an app they installed (57.7%). The same amount knew that 
when an app was deleted from their mobile device it did not delete all the personal 
information they’d provided while the app was still in use (57.7%), and finally, 
55.9% of respondents were aware that the data they shared with friends while using a 
mobile device was not secure. The implications of these findings will be outlined in 
the following discussion section and in greater detail in Chapter 6. 
Slightly more than half of respondents were aware that the manufacturer’s ‘Terms & 
Conditions’ for their mobile device do not cover data privacy for all apps they load 
on their device (50.3%). However, less than half were aware that in many cases the 
apps they use do automatically send their data overseas (47.7%) and that apps they 
install on their mobile device can access their personal ‘contact list’ without their 
explicit permission (46.9%).  And only one third of respondents understood that 
when an app they have installed accesses their personal data without their explicit 
permission, it is not in violation of the law (34.2%). 
Male respondents were more likely than female respondents to be aware that in many 
cases the apps they use automatically send their data overseas (64.0% correct 
compared to 44.9%; chi-square = 12.38, p < 0.001); and that when they delete an app 
from their mobile device it does not delete all the personal information provided to 
the service while the app was in use (69.8% correct compared to 41.1%; chi-square = 





Respondents born in Australia were more likely than those born overseas to know 
that their mobile device’s ‘Calendar’ can be accessed by an app they install (66.9% 
compared to 53.7%; chi-square = 5.67, p = 0.02); that in many cases the apps they 
use do automatically send their data overseas (55.8% compared to 44.3%; chi-square 
= 3.91, p = 0.05); and that data they share with a friend via a mobile device is not 
secure (65.6% compared to 51.4%; chi-square = 6.37, p = 0.01). There were no 
significant differences by country of birth in responses to the other four knowledge 
questions. 
Consistent with the results for country of birth, domestic students were more likely 
than international students to know that their mobile device’s ‘Calendar’ can be 
accessed by an app they install (66.3% compared to 50.0%; chi-square = 6.82, p = 
0.01); that in many cases the apps they use do automatically send their data overseas 
(56.0% compared to 37.8%; chi-square = 7.77, p = 0.006); and that data they share 
with a friend via a mobile device is not secure (65.1% compared to 46.7%; chi-
square = 8.50, p = 0.005).  Domestic students were more likely than international 
students to know that when they delete an app from their mobile device it does not 
delete the personal information they provided to the service while using the app 
(65.7% compared to 52.7%; chi-square = 4.27, p = 0.04), a difference that was not 
evident for country of birth. There were no significant differences by student type in 
responses to the other three knowledge questions. 
5.3 DISCUSSION 
The purpose of this survey was to explore individuals’ knowledge of Location Based 
Services and create a more conclusive definition for what consumers considered LBS 




LBS are, and also that there was a high level of uncertainty as to what these mobile 
services are doing with our personal information, including our Location Identity 
Data. The findings from these two studies demonstrated a real gap in consumers’ 
knowledge of how much mobile technology can impact upon personal privacy, 
especially data privacy.  
The results support the findings of the Australian Communications and Media 
Authority’s 2012 report, “LBS are Here, There and Everywhere”, which identified 
that: greater use of LBS does not equate to a greater understanding; risks are poorly 
understood and consumers want information to help protect personal data (ACMA, 
2012a).   
The 2012 study confirmed what was apparent from the gaps in the literature: that 
actual knowledge of LBS was low, with less than a quarter of respondents 
demonstrating any real understanding, while over 60% of respondents did not have 
sufficient knowledge to even answer the question. Broadly, the 2012 study indicates 
that more than three quarters of respondents are not sure what is happening when 
they utilise a LBS.  
The 2012 study also showed that only half the respondents understood mobile apps 
were capable of collecting their personal LocID, while a consistent one in ten 
admitted they were oblivious to this fact, and a further quarter were unsure. This 
finding supports the idea that many users are not aware of the data they provide when 
using an LBS and this lack of awareness may be why the gap in the literature exists. 
Results from the 2013 study further demonstrate this lack of knowledge, 
approximately half of the respondents did not understand that LBS can capture large 




then be provided to an organisation overseas and kept long after the respondent has 
forgotten about it.  
As an example, games collect and use a range of personal data: including LocID, 
banking data (in-app purchases), contact and friend lists, and calendar information. 
However, they ranked lowest in the list of services that consumers knew collected 
their personal data. This makes mobile games a consumer blind spot in the collection 
of personal data, with an almost even split between those who believe (correctly) that 
their data is being collected (37.0%) and those who believe (incorrectly) that it is not 
(34.5%), with the rest being unsure.  
While approximately one in five respondents were confident that their personal data 
was not being collected when they used their mobile phone to access eBay or 
Amazon, or order products for delivery, this is incorrect. In fact, both companies 
state that they collect and use an individual’s personal data when using their services; 
it is noted in their app Terms and Conditions as well as in their Customer 
Information webpages (Amazon, 2014; eBay, 2014). 
The knowledge black hole continues in regards to consumer knowledge about the 
capacity for cameras on mobile devices to capture personal data. Approximately one-
third of respondents were confident that their data was not being collected when they 
used their mobile phone to take photos, although they were less sure of their privacy 
when using a mobile phone to upload photos or to browse the web (about 16% 
thought their data was secure in these instances).  In reality, every photo captured on 
a smartphone contains a piece of LocID meta-data called ExIF (Exchangeable Image 
file Format), which contains a unique ID code of the device used to capture the 




is a required component of all photo, video and audio files recorded by a smartphone 
(Association, 2012). 
Finally, over 10% of respondents were certain in their belief that their personal data 
is not being collected when they use their mobile phone to access search engines or 
to use social media apps such as Facebook and Twitter.  Again they were mistaken, 
as all of these services collect LocID data as a core function of their personalised 
services. In the case of Facebook and Twitter, it is explicit in their Terms and 
Conditions that this data is collected. This is also the case with most mainstream 
mobile browsers. 
The 2013 survey provides clear evidence that consumers possess low levels of 
knowledge about what mobile services entail. The 2013 study’s seven questions were 
chosen to develop an understanding of the general knowledge consumers have about 
the way their mobile devices function. What it showed was respondents were 
generally unaware that apps are able to access their core data; including email, 
photos, calendar and contact details.  
It is also clear that many smartphone users are unaware of the full extent to which 
their personal data is being shared across the Internet. Depending on the apps 
installed, it is possible to collect “almost every key detail of a user’s life: including 
home country; current location; age; gender; postcode; marital status – options 
including “single”, “married”, “divorced”, “swinger” and more; income; ethnicity; 
sexual orientation; education level; and number of children” (Ball, 2014). This is 
further extended with the collection of photographic images, which through the use 
of “face recognition” software, allow individual identification with a 97.35% 




The idea of a total stranger picking up your mobile phone then sorting, saving and 
sharing all of this data without permission would be horrifying to most, yet on 
average, only half of respondents were aware that this could be done, and is being 
done right now, by a third of all free android apps (Cosoi, 2013). This type of activity 
is not the aberrant behaviour of a shady developer operating on the margins of 
industry in a legal twilight. Mobile apps from Facebook, Twitter, Instagram, 
LinkedIn, Foursquare and many others regularly upload and integrate our personal 
data. These companies explicitly state that it is done in their Terms and Conditions. 
However, it is worth mentioning that all apps, once installed, have the capacity to 
collect personal data without the consumer’s knowledge (Van Grove, 2012 ).  
More than half of respondents (52.3%) did not know that their data was 
automatically sent overseas. This is another feature of using mobile services; the 
majority of mobile data is not housed in Australia, instead it is spread all over the 
world depending on where the service provider’s servers are based. All data from 
Facebook, LinkedIn, Twitter and Google is shifted in part to the USA and across the 
various third party networks, which provide services to these companies. Amazon 
opened its first Australian data centre in November 2012 to begin providing hosting 
services; prior to this, Amazon already had 10,000 Australian clients whose services 
were being hosting offshore (Timson, 2012).   
Almost 60% of respondents answered correctly that deleting an app from their device 
did not also delete the data that had already been provided to the operator. Again, this 
aspect of mobile services offers a trade-off between privacy and convenience that 
many consumers have not considered. For example, the iCloud feature of Apple 




This effectively means your data has been copied and is being stored in a location 
outside your control. Furthermore, Apple do not even disclose the location of their 
iCloud servers which store and “sync a staggering amount of data between Macs, 
Windows PC’s, iPhones and iPads”, including consumers’ photos, documents, apps, 
emails, contacts, calendars, browser bookmarks, password key chains, and notes. 
Whilst this data is not generally shared with third parties, Apple does retain the right 
to do so (Foresman, 2012).  
One area consumers do appear savvier about is sharing their data with personal 
contacts. Just over half of respondents correctly identified that data they have 
knowingly shared with their personal contacts is no longer secure. This is a feature of 
mobile services that is coming under increased scrutiny – especially in areas like 
cyber bullying and the sharing of intimate personal data, including naked pictures of 
individuals being shared publicly by third parties (Lipton, 2010). This represents an 
emergent area of digital and data privacy and will be more fully considered in 
Chapter 6 – Discussion. 
Only half of respondents answered correctly that the manufacturer’s terms and 
conditions for their mobile phone does not cover their data privacy from the apps 
they choose to download (Apple, 2014). This is not to say manufacturers do not 
manage their systems well; rather that they have very limited abilities to protect an 
individual’s data when an app is downloaded onto their device. 
The final question asked respondents whether it was illegal for an app to access 
personal data without the user’s explicit permission; and only a third of respondents 
answered this question correctly. It appears that, at least among this sample, mobile 




uploading their personal data without their informed consent. This is not the case and 
represents a key social challenge, which will also be explored in Chapter 6 – 
Discussion.   
Consistent with previous work in this area, and due to the resource limitations of this 
study, the sample was made up of undergraduate university students. It has been 
suggested that such samples have a bias toward the sample having a better 
understanding of mobile technologies than the general population (Bélanger & 
Crossler, 2011). This bias was expected to be even greater in the 2013 sample as 
respondents represented the first generation of true digital natives entering university. 
Those students were beneficiaries of the Australian Government’s Digital Education 
Revolution program, which had provided them with their own personal laptop for the 
last four years of the their high school education, with the expectation that they 
would then be free to author their own digital identity (Buchanan, 2011). Therefore, 
the general level of knowledge regarding Location Based Services and mobile 
technology could be assumed to be higher amongst university undergraduates than 
that of the wider population.  Thus, the level of awareness among the general 
population is likely to be even lower than the low levels found in this study.     
5.4 CONCLUSION 
The results of this study, combined with those reported in the previous chapters, have 
important implications for consumers using LBS, for providers of LBS, and for 
government regulators of LBS. It is clear that the respondents in these two surveys 
may identify as reluctant to share their personal data with organisations, but they are 
largely unaware of the extent to which that data can be, and is being, collected when 




university students, these (predominantly younger and potentially more educated) 
respondents are likely to be more knowledgeable about mobile apps and their 
capabilities than the general population, indicating that even consumers who are 
highly comfortable with mobile devices are unaware of how exposed their personal 
data is, and the processes and rules surrounding the collection of that data. Thus, 
while the actual this data cannot be generalised beyond undergraduate university 
students, it is likely that similar findings would arise among the broader population, 
and that these results may in fact underestimate the scope of the problem.  These 
issues will be covered in more detail in the Discussion chapter (Chapter 6). 
CHAPTER 6 DISCUSSION AND CONCLUSSION 
6.1 INTRODUCTION 
The aim of this study was to begin developing an understanding of an emergent trend 
by consumers to reveal personal Location Identity Data (LocID) in the course of 
using mobile devices to access Location Based Services (LBS). The growing 
willingness of consumers to provide their LocID is poorly understood, and is largely 
unaddressed in the academic literature. Literature that does exist pertaining to 
Information Privacy (IP) suggests that individuals would not use LBS considering 
the level of personal private data (LocID) they need to expose in the process. 
However, this perspective contradicts the growing acceptance and use of LBS in 
consumer markets. This project was designed in an effort to fill the gap between 
current academic literature and real world practice.  
This chapter considers the findings of a Masters level research project using two 




university to examine their behaviours, attitudes, perceptions, satisfaction, use and 
knowledge of LBS, which conventional Information Privacy (IP) wisdom.  
The literature review found no current theoretical models or methodological 
frameworks directly relevant to this IP focused research (Bélanger & Crossler, 2011). 
Rather the review confirmed the findings of Smith et al. (2011) that “the findings and 
theories that emerged have often relied on overlapping constructs nestled within 
loosely bounded nomological networks. This has resulted in a sub-optimal 
cumulative contribution to knowledge” (p.990). 
The studies developed for this thesis were designed using a mix of interdisciplinary 
methods to obtain data on: levels of trust, satisfaction, perceptions, frequency of use, 
and general knowledge of LBS as accessed by consumers from mobile devices. In 
combination the two studies make a meaningful contribution to the academic 
knowledge of the attitudes and behaviours related to consumer use of LBS within a 
context of LocID. 
The following sections of this chapter discuss the findings of Study One, and Study 
Two, broadly noting that consumers are sensitive to revealing their personal 
information when using mobile services.  
Study One makes a meaningful contribution to academic knowledge in this field by 
finding that; overall, consumers share their personal information with a variety of 
organisations (intentionally and unintentionally), and have differing levels of trust in 
those organisations. That being said, when it comes to actual usage there appears to 
be an equal divide between those who have, and those who have not, actually used 
LBS overall. Study Two found that, overall, consumers are satisfied and have a 




consumers about their personal knowledge of LBS, these findings also make a 
substantive contribution, showing that although consumers are aware their personal 
information is being collected they are, largely, unable to articulate what an LBS is 
or which apps can and do collect their personal information.  
In conclusion we find that consumers are sensitive to sharing their personal 
information, that consumers are making a trade-off between IP and the conveniences 
of mobile services, and that they may not be unaware of just what they are trading for 
that convenience. This research also confirmed the need for a more broad, multi-
disciplinary approach to future IP research and that many of the accepted or 
traditional academic frameworks and methodologies developed in the context of 
Goods-Dominant Logic (G-D Logic) lack the power to fully capture and describe the 
emergent digital ecosystems that depend on LBS and LocID.    
6.2 FINDINGS 
6.2.1 Literature Review 
The most significant finding of the Literature Review related to what was not found, 
rather than what was. In brief, the review confirmed a lack of any widely accepted 
theoretical or methodological frameworks for Information Privacy (IP) research 
(Smith et al., 2011), that IP research will become increasingly more important to 
individuals, organisations, governments and a society as larger amounts of digital 
personal information is generated, processed, shared and stored (Schmidt & Cohen, 
2013), and that the current best approach will require an acceptance of 
interdisciplinary research due to the multi-dimensional complexity of new digital 




The literature consistently frames IP as a broad, complex, dynamic and multi-layered 
environment that require researchers to engage in interdisciplinary and multi-
disciplinary practices to develop the theoretical frameworks and methodologies 
required for meaningful future research ( Clarke, 2013). This approach challenges the 
established academic orthodoxy of siloed discipline expertise and the process 
paradigm for peer-reviewed publication is identified in Ågerfalk’s 2014 article 
“Insufficient theoretical contribution: a conclusive rationale for rejection?” in the 
European Journal of Information Systems (Ågerfalk, 2014). In this article Ågerfalk 
identifies “One of the most common reasons for rejecting submissions to EJIS and 
other prestigious journals in our field is insufficient theoretical contribution. It seems 
as though reviewers and editors sometimes use vague references to insufficient 
theoretical contributions as an indisputable reason for rejecting a submission that 
they do not like when they can not quite put a finger on why they dislike it” 
(Ågerfalk, 2014, (p.594). This observation may also apply to other disciplines, which 
are traditionally siloed from each other, as there is no lack of IP related discussion in 
the wider community where it is regularly a feature of broadcast, print and online 
media (Lipton, 2010).  
A practical example of the benefits of multidisciplinary inclusion is demonstrated in 
Stephen Vargo and Robert Lusch’s valuable development of Service-Dominant 
Logic (S-D Logic), starting in 2004 (S. L.  Vargo & R. F. Lusch, 2004; Stephen L. 
Vargo & Robert F. Lusch, 2004). S-D logic provides a suitable framework for 
describing and considering emergent LBS and interactions with these services at the 
level of “individuals, groups, organisations and societies” (Bélanger & Crossler, 




'for' the various actors (S. L.  Vargo & R. F. Lusch, 2004).  
LBS and LocID represent a purely digital exchange bounded within the digital 
ecosystems of the information economy; and is thus positioned within the context of 
S-D logic (US FCC, 2012). This shift to S-D Logic alters much of the established 
literature related to IP which was conceived, developed, tested, published and refined 
within the context of a Goods-Dominant Logic (G-D Logic), which was central to 
describing an industrial economic environment, its processes, and values. 
As noted in Chapter 2, it is a contention of this work that much of the literature 
identified to date lacks the power to fully explain the emerging digital IP 
environment in relation to the use of mobile services, LBS, and LocID, largely 
because (a) it is based on methodological and theoretical contributions framed within 
G-D logic; the dominant logic of industrialised society; and (b) much of the literature 
identified to date has been developed independently, or vertically, within specific 
discipline boundaries or specialisations.  
The literature review was instrumental in exposing the need for more research in the 
area of IP, and the need for practitioners and researchers to consider an 
interdisciplinary approach to the overall area of IP research (Smith et al., 2011). 
(Bélanger & Crossler, 2011) provided an independent verification of issues that were 
being experienced in the formative development of the project, those being: there are 
gaps in the knowledge regarding information privacy; there are currently no widely 
accepted applicable theoretical frameworks available; privacy policies are developed 
for organisations and not for individuals; and it is not known whether individuals are 
aware of the personal information they are providing when using a mobile service 




The review did not provide any single or definitive outcome for approaching this IP 
research project. Based on the findings of a structured review and subsequent 
snowball search, relevant works from a range of science and arts domains were 
identified. These works informed the conclusion that the research question 
represented a “wicked” or indeterminate problem for which no immediate “tame” or 
determinate solution would be achieved given the scope and resources available to 
the project (Rittel & Webber, 1973, p.160). Thus, the project was expected to raise 
more questions than it asked, thereby making a substantive contribution to the 
knowledge base by considering the original dimensions of Clarke’s IP as LocID in 
the context of LBS ( Clarke, 1999), and IP as a multi-level concept (Bélanger & 
Crossler, 2011). This contribution to the knowledge can be subsequently used in 
inform a future PhD topic  
Based on these findings, Study One of this thesis was developed with the aim of 
understanding: (1) which types of organisations do consumers trust with their 
personal information; (2) what information do they trust these organisations with; (3) 
whether they are willing to use LBS provided by these organisations; and (4) whether 
they are aware that their personal data is being collected when they use LBS. 
6.2.2 Study Results  
The following discussion is drawn from chapters, three, four, and five, which sought 
to understand the attitudes, behaviours, usage and knowledge of consumers toward 
LocID, LBS and IP. The results demonstrate the complex, multi-layered and multi-
faceted nature of IP research in the mobile services domain (Bélanger & Crossler, 




The division of individual LBS into the separate and distinct categories of: 
Emergency Services (EMS); Direct Personal Services (DPS); Social Networking 
Platforms (SNP); and Commercial Retail Services (CRS), was part of an effort to 
apply and test Bélanger & Crossler’s Information Privacy Concerns Multi-level 
Framework (2011) and Smith et.al. (2011) AntecedentsèPrivacy 
ConcernsèOutcomes macro model (APCO) (Bélanger & Crossler, 2011; Smith et 
al., 2011). The services were then classified by the candidate and two colleagues 
using a three-dimensional classification matrix: tangible – intangible; mobile – 
desktop; Industrial – Information Economy (Islam, Islam, & Mazumder, 2010) and 
placed within one of the four categories. As noted in Chapter three, where a service 
was considered to overlap categories the primary research supervisor provided a final 
decision.    
Each of the LBS that comprise the subsets of Emergency Services (EMS), 
Commercial Retail Services (CRS), Direct Personal Services (DPS) and Social 
Networking Platforms (SNP) operate on the same mobile device or smart phone, 
often at the same time. That mobile device is constantly generating personal LocID 
all of which is available to the various LBS, at any time. What this effectively means 
is that a consumer’s mobile device is constantly creating and sharing LocID 
regardless of whether they know or not (Legge, 2014). 
6.2.2.1 Trust Levels When Sharing Personal Information 
6.2.2.1.1 Results & Findings 
Table 6.1 provides a general overview of the results from the initial trust question as 
presented in Chapter 3, Table 3.2 (pp44). In this representation, the ‘Trust’ category 




or “Mostly Trust” an organisation, the ‘Neither’ category is those who responded 
“Neither Trust or Distrust”, and the ‘Distrust’ category is an average of “Mostly 
Distrust” and “Completely Distrust” responses. 
Table 6.1: How much do you trust Organisations with your LocID? 
6.1.1 General trust level – all service categories  
 
6.1.2 Average trust levels – by service category  
 
Results shown based on Chapter 3 and Table 3.2 (pp44) 
 
Table 6.1.1 shows that, overall, respondents appear to have a high level of trust in 
organisations that might collect their personal data. Almost five in 10 trust a general 
organisation, while two in 10 distrust and three in 10 are uncertain. However, there is 
variability when the respondents considered level of trust by service category (Table 
6.1.2).  
Table 6.1.2 separates the various services into four distinct services categories and 
displays the respective levels of consumer trust in each. The first category is 
Emergency Services (EMS), which is trusted by 92% of respondents, with only 2% 
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Direct Personal Services (DPS), which are trusted by 55% of respondents, distrusted 
by 18%, while 27% are uncertain or equivocal about their trust. The third and fourth 
categories are Social Networking Platforms (SNP) and Commercial Retail Services 
(CRS). Both of these groups are only trusted by 28% of respondents and have the 
highest levels of distrust at 35% and 32%, respectively. SNP (37%) and CRS (40%) 
also have the greatest percentages of respondents stating they neither trust nor 
distrust the services with their personal information. 
Table 6.1 provides a simplistic illustration of the trust attitudes of the sample 
population to LBS. At first glance it appears almost half of the respondents trust 
LBS, with roughly a quarter unsure and that a quarter distrust them. However, 
peeling back a layer to look at how service categories within LBS are trusted reveals 
a mainstream view that is much more evenly divided between trust and distrust, with 
an equal proportion who are unsure. This scenario suggests (with the exception of 
EMS) that there is as much grey as black and white when it comes to consumer trust 
in sharing LocID with an organisation using LBS.  
6.2.2.1.2 Linking The Literature 
While the findings in Table 6.1.1 demonstrate that most people trust organisations 
with their personal data, there is a substantial proportion that are unsure as well as a 
smaller percentage that explicitly distrust them. In the seminal 2001 article “Securing 
Trust Online: Wisdom or Oxymoron?” Helen Nissenbaum states “trust online is 
relatively new and the mainstream view is relatively uncontested” (Nissenbaum, 
2001, p.637). We would argue that this idea of an uncontested mainstream view of 




available in Australia for three years and was still considered a premium or 
aspirational device (Kerris & Dowling, 2007).   
There is a significant body of literature related to the concept of trust and trust in 
online environments, although very little of this considers the role of trust in the use 
of LBS from mobile devices that generate LocID. Consistent throughout the general 
literature regarding online trust is the belief that consumers must trust both the 
service organisation and the systems they are using in order for the overall offering 
to be considered trustworthy and useful (Nissenbaum, 2001). These findings begin to 
address the issue identified by Nissenbaum, that the mainstream view of online trust 
is uncontested, similarly the mainstream view of trust in LBS is still uncontested 
(Nissenbaum, 2001).  
Accepting the premise of an “uncontested mainstream view” of trust could explain 
the almost universal trust in Emergency Services (EMS) and the majority trust in 
Direct Personal Services (DPS). Behavioural science and individual psychology 
studies consider trust to have a direct link to the concept of security (Lu et al., 2005).  
Another factor in the high levels of trust in EMS and DPS may be related to the 
physical or tangible nature of the services. Considering the detailed findings in Table 
3.2 (pp44) respondents indicated much higher levels of trust in their Bank (87.2%) 
and University (87.7%) than the other services in the DPS category: iTunes (48.1%); 
Taxi (22.9%); and Public Transport (28.7%). Observability as described by Rogers 
Diffusion of Innovation may explain this (Rogers, 2003). While Aloudat and Michael 
extend the concept of observability to visibility where even though the LBS is new 
the underlying services has been available for years, yet their general usage rates are 




The findings from Taxi item (Table 3.2 pp44) ran counter to other DPS items, and 
the overall category findings, with total trust reported as 22.9%, neither trust nor 
distrust at 41.6% and distrust at 35.5%. The only other service that scored a higher 
level of distrust was the CRS service, McDonalds, with a distrust level of 38.3% and 
neither at 43.1%. On reflection, this result becomes more obvious due to the way taxi 
services are delivered. The organisation providing the LBS act as a booking agent for 
a third party, the actual taxi services (car and driver). In this instance a taxi service 
has more in common with a CRS like eBay than a DPS like banking or university.  
This may be further supported by the findings reported in Chapter 3 that Commercial 
Retail Services (CRS), of which half have “bricks and mortar” shop fronts, had the 
largest proportion of respondents stating that they “Neither Trust or Distrust” the 
services at 40%, it was closely followed by the entirely virtual services of Social 
Networking Platforms (SNP) with 37% unsure of their trust. Both CRS and SNP 
represent the most distrusted services at 32% and 35% respectively and tie at 28% 
each for the lowest levels of trust. As shown in Figure 3.1.2 trust levels between CRS 
and SNP are very similar. These results demonstrate respondents have similar 
perceptions of the two service categories, despite their differences The reasons for 
which are unclear but may be explained in the form of S-D Logic, “treating 
communication as an exchange of meaning rather than simply making information 
available and perhaps hoping for the best” (. Clarke & Pucihar, 2013).     
The results relating to trust confirm the basic findings of (Bélanger & Crossler, 2011; 
Nissenbaum, 2001; Smith et al., 2011; Strickland & Hunt, 2005) in that trust is a 






In summary, findings indicate that trust plays a role in a consumer’s sensitivity to 
revealing personal information. This part of the study identified that there are distinct 
groups of services in terms of levels of consumer trust. This appears to be a function 
of underlying levels of factors including security, knowledge and experience of the 
organisations themselves, but this would need to be confirmed with further research. 
Further, what is unclear are the reasons for the similarities between CRS and SNP 
despite the clear differences in their service offerings. 
6.2.2.2 What Personal Information Are Consumers Willing To Share 
6.2.2.2.1 Results And Findings 
Table 6.2 provides an overview of the results reported in Table 3.5 (pp48) regarding 
respondents’ willingness to share their personal information.  
Table 6.2: Willingness to Share Personal Information  
6.2.1 Willingness to share personal information with a trusted organisation  
 
6.2.2 They personal information respondents are willing to share 
YES	  53%	  
NOT	  SURE	  	  
11%	   NO	  	  36%	  





Trust results based on Table 3.5 (pp48) 
 
Table 6.2.1 shows that as an overall average, the majority of respondents appear 
willing to share their personal information, with approximately five in 10 answering 
yes, while four in 10 answered no and only one in 10 was unsure about sharing 
personal information. Considering the general finding in Table 6.1.1 that 48% trust 
LBS, these results support the evidence of the link between levels of trust and 
willingness to share personal information. As (Nissenbaum, 2001) stated, “trust in 
the layered infrastructures of hardware, software, commercial and institutional 
presences, and its people is a necessary condition for benefits to be realized” 
(pp635). Basically most respondents trust (48%) LBS and a majority are willing 
(53%) to share their personal information with a trusted service.  
The finding that four in 10 are not willing to share their personal information and 
only one in 10 was unsure is of interest. When it comes to actually providing 













































unsure of their trust level would opt not to share personal information. So although 
only two in 10 indicate they distrust organisations, four in 10 would not share 
personal information. 
6.2.2.2.2 Linking The Literature 
Table 6.2.2 lists specific items of personal information the respondents were asked 
whether they would be willing to share. The list of items used in the survey was 
taken from data breaches being reported in popular media at the time of the survey 
design. The data items in the survey where selected based on their known use in 
identity theft scams, where they had been collected discreetly from various sources, 
including the victim, aggregated by villains and used for fraud (Jakobsson & Myers, 
2006).  As Table 6.2.2 shows, there are real differences in the items of personal 
information that consumers are prepared to share, even a trusted organisation. 
Regarding the specific items of personal information used, general demographic 
items including Date-of-Birth, Martial Status, and Home Address are often requested 
and provided in both online and offline transactions and represent a primary level of 
personal information. The finding that 86% are willing to share their Date-of-Birth, 
83% their Marital Status, 72% their Sexual Preference, and 60% their Home Address 
was considered high but not unreasonable given the respondent sample (Lilien, 
2003). However other items on the list are not generally requested from an 
individual, when they are it is usually for a specific and known reason. In the context 
of this study they also represent a tertiary item of personal information as they are 
usually created as an aggregate of many primary data items. When a consumer uses a 
tertiary item of personal information they are undertaking a specialised or dedicated 




majority of respondents answered “yes” to sharing their driving (51%) and health 
records (54%) is of interesting in itself. While the finding that more respondents 
indicated “no” to sharing Address Book (59%), Bank Account (57%) Purchase 
Habits (46%), and Physical Location (49%) would appear consistent with the 
literature (K. Michael & Michael, 2007).  
The other factor relating to the personal information items used in Table 6.2.2 is that 
until 2011 they have been routinely collected from mobile devices, often by default, 
whether the consumer was aware of it or not, and regardless of whether they have 
given their permission. So regardless of how the consumer feels, this personal 
information has been created from the day-to-day use of mobile services (Angwin, 
2011). 
The reason for a lack of literature related to the willingness of consumers to share 
specific items of personal information is perhaps due to a public, and more 
specifically, a research blind-spot regarding the actual capacity and capability of 
mobile devices to generate, store and share personal data (Smith et al., 2011).  
The theoretical models and frameworks found in the literature review are based on 
pre-mobile technology and mobile services environments, based on assumptions that 
systems development was resource intensive, especially in terms of specialised 
labour and machinery costs, and that access to these systems incurred high costs to 
both the individual and the organisation (Satzinger, Jackson, & Burd, 2009). In 
essence classic theoretical models and frameworks are based on the assumption that 
an organisation must make a considered decision to collect personal information and 
a consumer has a choice as to whether they would engage in the use of their service. 




Australian call-centre and being asked to verify personal information for identity and 
being advised a call is being recorded with the option to opt out. Using LBS from 
mobile device does not provide a consumer this choice, when using the service 
LocID is generated and transmitted to the service provider and the consumer does not 
own this data (ACMA, 2012b).  
This issue of data convergence and the complexities it introduces from a mobile 
device, as well as consumers’ willingness to share items of personal information 
underscores the definition of IP used in this thesis. Clarke’s original definition 
considered IP as four separate dimensions: the physical person; their behaviour; 
analogue phone calls; and data (Clarke, 1999). Subsequently, analogue phone and 
data become one with digital phone networks as described by (Bélanger & Crossler, 
2011). In this thesis all four dimensions of Clarke’s concept of IP become the single 
digital item of LocID (Clarke, 1999). The always connected, always collecting 
sensors of mobile devices provide the digital convergence to enable a new data 
compound, which represents the physical person, their behaviours, including voice, 
video, photos, diaries, contacts and other online activities as unique kind of data 
alloy in LocID.     
To highlight this convergence we provide the following example. In, 2012, the then 
new social networking platform Path was fined US$800 000 by the US Federal Trade 
Commission and required to “establish a comprehensive privacy program and to 
obtain independent privacy assessments every other year for the next 20 years” 
(Bostic, 2013) after it was discovered their app was illegally collecting the “Address 
Book”, photos, and geo-location (“Physical Loc”) data from iPhones and iPads of 




of its privacy assessments was not because it had uploaded the data of an estimated 
2.5 million users, but because it had uploaded data from 800 children under 13 years 
old without obtaining the parents permission (Bostic, 2013).  
To further illustrate the complexity of this issue of sharing personal information 
items, we consider the impact of only sharing the “Address Book” item on IP 
research. When an “Address Book” is shared each contact effectively becomes a new 
profile in a service provider’s database, the new profile includes the contacts name, 
home and work addresses, phone numbers, email addresses, birthdays, anniversaries, 
links to other social media accounts and more when photos, calendar, purchase, 
health, transport and geo-location data are added to the mix. With this new data third 
parties can, and do, directly target the newly profiled individuals, unsolicited, and 
without the knowledge of the individual who originally shared their “Address Book”. 
Subsequently, if the newly profiled individual responds, the service provider is then 
able to confirm the profile of the original “Address Book” and obtain a new data set 
from the target’s address book. The data collection and comparison of this network 
effect is the underlying model driving the now ubiquitous social networking platform 
(Gilbert & Karahalios, 2009).  
Returning to the example of Path, the public exposure of their activity led the US 
Congress to write to Apple Inc. seeking clarification around the data collection 
capabilities of their technology (Waxman & Butterfield, 2012). This in turn led 
Apple to address information privacy more publicly, as the ability to upload and 
collect anything from mobile devices was not widely known, despite being a 
common and “unspoken industry practice”. Major industry players at the time, 




and Yelp routinely upload consumers’ address book, calendar, photos and geo-
location data to their servers. It is a practice that still continues and is clearly stated in 
the respective organisation’s Terms and Conditions (T&C), which a consumer is 
required to agree to in order to install the app (JVG, 2012).  
Whether or not a user has actually read and understood T&C’s is another issue and 
area of study in and of itself. But in the Path case it rapidly became a mute point 
when it became clear that consumers do not actually own their personal data. This 
was then further complicated when it became unclear who actually does own the 
data, or where it even is (Coursey, 2011). Discussion of issues stemming from the 
Path app example are still continuing in 2014 and serve to highlight the current state 
of mobile LBS technology in practice and the gaps in academic knowledge related to 
it (Lipton, 2010).  
6.2.2.2.3 Summary (Gaps) 
In summary the result from this section of the study would indicate there has been a 
shift in consumers’ attitude toward their willingness to sharing personal information, 
with the majority of respondents willing to share their data. However, on closer 
examination this is not always the case and consumers appear to value various items 
of personal information differently. Furthermore consumers may not be fully 
informed about the personal information they are sharing given that all of the 
services on a consumer’s mobile device create, collect and share LocID with any 
LBS that requests it. The results also confirm findings from the literature that there is 
a growing need for IP research, that the environment represents a complex and 
dynamic digital ecosystem which will require a mix of interdisciplinary research 




models (Bélanger & Crossler, 2011; Briscoe et al., 2007; Lipton, 2010; Nissenbaum, 
2001; Smith et al., 2011) (  Clarke, 2013).  
6.2.2.3 Willingness to use an LBS to obtain information or a service   
6.2.2.3.1 Results And Findings 
Table 6.3 provides an overview of the results reported in Table 3.7 (pp55) regarding 
respondents’ willingness to share their personal information.  
Figure 6.3: Willingness to use LBS to receive information or service 
6.3.1 Average Willingness to use LBS (All Categories) 
 
6.3.2 Willingness to use LBS by major categories   
 
Trust	  results	  based	  on	  Table	  3.7	  (pp55)	  
 
Overall, Figure 6.3.1 shows five in 10 respondents indicated they would use LBS to 
obtain a benefit in terms of information or a service, while three in 10 were unsure, 
and two in 10 were unwilling.  This result mirrors the respondents’ trust levels  
(Table 6.1.1) where five in 10 trust, three in 10 neither trust or distrust, while two in 
10 distrust an organisation with their personal data. On face value, the results 
WILLING	  54%	   UNSURE	  	  28%	   UNWILLING	  	  18%	  






















confirm findings from the literature that there is a link between levels of trust and a 
consumers’ willingness to use a service (Lipton, 2010; Nissenbaum, 2001). 
When broken down into LBS categories, however, the results become interesting. As 
show in Table 6.3.2 more respondents indicated they are willing to use both CRS 
(42%) and SNP (40%) despite both categories having 28% of respondents trusting 
(Figure 6.1.2) them with their personal information. While both categories were 
considered the most distrusted (CRS 32%, and SNP 35%) a smaller percentage 
indicated they would be unwilling to use the services for their benefit (CRS 23%, and 
SNP 25%). While an equal percentage of respondents (35%) indicated they were 
unsure about their willingness to use a service, which was lower than the respective 
levels of uncertain trust (CRS 40%, and SNP 37%).   
Although no specific data was collected, the results seem to indicate that those who 
state uncertainty, or are equivocal, about their trust in a service would opt to use it. 
While perhaps more interestingly, a proportion if those who indicate distrust in a 
service would move toward uncertainty as to whether they would use an LBS they 
did not trust. This finding runs counter to the prevailing beliefs and public warnings 
that when in doubt about a service a consumer should err on the side of caution and 
not engage with that service (ACMA, 2010).  
As stated this finding is not absolute and warrants further study as it would suggest 
an increase in risk taking behaviour when considering revealing information that is 
considered private or personal. Pre-mobile services, both the literature, and indeed 
real world practice, show privacy concerns led to consumers not using services. That 
is, those who were initially willing become uncertain or unwilling, while those who 




light of privacy concerns. This finding appears to show the opposite effect, that 
consumers are shifting toward a willingness to use regardless of initial uncertainty or 
unwillingness (Hern, 2013) (ADOC, 2014b; Caetano, 2014).  
However, this finding may be more representative of Belanger and Crossler’s finding 
that there is real issues in generalising results from the literature as studies are 
heavily skewed toward US centric student demographics (Bélanger & Crossler, 
2011). Although this sample is of an Australian group of students, it would not be 
unreasonable to consider the overall sample to represent a population that are 
prepared to take higher risks across a range of behaviours (Williams, Caputi, Jones, 
& Iverson, 2011). 
Willingness to use DPS and trust of DPS was constant with five in 10 trusting and 
willing to use them, three in 10 unsure, and two in 10 both distrusting and unwilling 
to use them. This confirms the literature related to there being a link between trust 
and willingness to use a service. This finding may also be telling in that the services 
making up the DPS category represent established institutions and business models 
that have adopted and integrated LBS technologies as an incremental innovation 
(C.M. Christensen, 2003) for the use of their customers. While the willingness to use 
new LBS services like CRS and SNP, despite feelings of uncertain or negative trust, 
represents the further diffusion of innovations as new services (Rogers, 2003). 
The high number of respondents (83%) who related a willingness to use an EMS to 
obtain benefit was surprising. Although, as shown in Figure 6.3.2, an overwhelming 
majority indicated they would be willing to use an EMS (84%), this was less than the 




150% increase on the 2% distrust) and unsure at 12% (double the 6% who indicated 
an uncertain level of trust).  
Overall, this result represents the type of finding that was expected. As stated above, 
both the literature and industry practice would find this result a normal phenomenon. 
What make the findings odd are the results by category. The services that one would 
expect consumers not to use based on their low levels of trust are the services that 
respondents indicated a willingness to use. While those which respondents had a high 
level of trust in are the services they are less likely to utilise (ACMA, 2012a; Al 
Kailani & Kumar, 2011; Aloudat & Michael, 2013). 
The findings further demonstrate gaps in the knowledge regarding links between 
trust, willingness to share LocID and willingness to use LBS to obtain personal 
benefit. This is especially evident in the category of SNP, which is wholly reliant on 
a consumer sharing both primary and tertiary items of personal information in 
radically new ways (Liu, Gummadi, Krishnamurthy, & Mislove, 2011), where usage 
from mobile devices is now greater than from desktop computers (Kelly, 2013). 
Further, the impact of not using an SNP like Facebook impacts the ability to access 
other online services which can be demonstrated to impact basic requirements 
including safety, love/belonging, and esteem as described in Maslow’s Hierarchy of 
Needs (Maslow, 1954). As an example, (Krasny, 2012) states her reason for 
returning to the SNP was “not because the site – Facebook - had changed drastically 
(it hasn’t) or that I miss snooping on random acquaintances (I don’t). What it comes 
down to is that not being on Facebook has become a major inconvenience”. Krasny 
then goes on to list the ways not being on Facebook impacted various aspects of her 




wanting to be using the SNP she needs to in order to meet basic needs (Krasny, 
2012). The impact of this finding in relation to a single SNP service directly impacts 
on other SNP, CRS and DPS. Again this demonstrates the complexity and need for a 
multilevel consideration of IP and an interdisciplinary approach to future research. 
6.2.2.3.2 Summary (Gaps)  
The findings indicate a majority of respondents are willing to share their personal 
information to obtain a benefit, with a consistent difference in their willingness to 
share based on the service being used. This finding challenges the established 
literature. Consumers indicate they are less willing to use an EMS despite high levels 
of trust, while they are more willing to use an SNP or CRS despite them having the 
lowest levels or trust and having high levels of explicit distrust. The literature 
currently lacks recognised theoretical or methodological frameworks to describe this 
change in attitude and behaviour toward a willingness to share personal information. 
It may be the case that the new convenience of LBS means a consumer is prepared to 
make a new trade-off for their personal information; however it may also be due to 
consumers not being aware that they are revealing personal information when using a 
mobile device.   
6.2.2.4 Actual use of an LBS to obtain information or a service 
Table 6.4 provides an overview of the results reported in Table 3.6 (pp54) regarding 
respondents’ willingness to share their personal information.  
Table 6.4: Actual use of an LBS to receive information or service  





6.4.2 Actual use of an LBS by major categories   
 
Trust results based on Table 3.65 (pp54) 
 
6.2.2.4.1 Results And Findings 
In asking respondents about their actual use of an LBS to receive information or a 
service, overall results show an equal split of four in 10 indicating ‘Yes’ and four in 
10 indicating ‘No’ with two in 10 being ‘Unsure”.  
Again, when considering actual usage within the context or LBS categories there is 
real variation. 21% answered ‘Yes’ to having used an EMS, 18% were ‘Unsure’, and 
60% answered ‘No’.  While, 36% indicated ‘Yes’ to using CRS, 18% were ‘Unsure’, 
and 46% answered ‘No’. Interestingly, the findings between SNP and DPS were very 
similar. SNP represented the only category with an absolute majority (53%) who 
indicated, “Yes” to actual usage, followed by 46% who had actually used DPS. 
While 16% were “Unsure” about actual SNP usage and 17% for DPS, y, 16% and 
17% being ‘Unsure’, and 32% and 37% indicating ‘No’. 
YES	  39%	   UNSURE	  	  17%	   NO	  	  44%	  





















The low actual usage of EMS is to be expected given that contacting Ambulance, 
Fire or Police would not be a common event, although no literature could be found to 
determine whether this result was usual or unusual. The finding that 46% of 
respondents had used a DPS was surprising given that 55% trusted them with their 
personal information and 56% indicated they were willing to use them. The literature 
does indicate that positive trust would lead to high usage and the result here may 
reflect that the DPS used as examples in the survey where not the DPS services the 
respondents actually use (Bélanger & Crossler, 2011). 
The findings from both CRS and SNP are the most interesting. Based on the 
literature, these two services should be the least used services. Both CRS and SNP 
were the most distrusted and shared the lowest levels of trust (28%) as seen in Figure 
6.1.2. However, actual usage in the case of SNP was almost reversed with 53% 
having used them, 16% “Unsure”, and 32% indicating “No”. This finding is 
important for several reasons: Firstly, SNP are based on explicitly sharing personal 
information (Madden et al., 2013); secondly, SNP are considered a major driver for 
the adoption of mobile technology (ACMA, 2012b); and thirdly, mobile devices are 
where the majority of SNP services are consumed (Kelly, 2013).  
6.2.2.4.2 Linking To Literature  
The overall results from this section could be shown to reflect the wider literature 
related to actually sharing personal data, where there are fewer respondents who 
indicate actual use of LBS compared to the percentage who trust and are willing to 
use LBS for a benefit. On the other side there are more respondents indicating they 
have not used an LBS compared to the percentage of those who explicitly distrust or 




in relation to uncertain trust and willingness to use LBS for benefit (ADOC, 2014a; 
R. Clarke, 2014). 
However, as has been demonstrated throughout the study the context in which LBS 
are used appears to impact the attitudes and behaviours of consumers to them. The 
individual results from SNP and CRS run counter to establish knowledge and social 
convention regarding attitudes and behaviours to privacy. These two categories 
represent the most privacy invasive services, and are the most explicitly distrusted 
yet they are the most frequently used LBS. This is a finding that directly challenges 
all previously accepted conventions and norms relating to individual privacy, which 
can be recognised in the increasing use of the term “over sharing” or the acronym 
“TMI”, meaning Too Much Information (Caetano, 2014).  
The academic literature contains large gaps related to the growing adoption and use 
of SNP from mobile devices. It has only been in recent years (since 2013) that 
mobile computing has crossed over into late majority (Rogers, 2003), or mainstream 
use, with the development of higher speed mobile data networks, increasing 
availability of public access Wi-Fi and affordable devices capable of connecting to 
this technology (Duggan, 2014). It is not unreasonable that this gap exists in the 
academic literature. The results described above point to an LBS and IP environment 
that differs in its values and usage from the traditional pre-mobile, and pre-social 
networking environments for which much of the literature was written {Hill, 2014 
#486; Office of the Australian Information Commissioner, 2014 #452; Statista, 2014 
#523}.  




In summary the overall outcome (Table 6.4.1) demonstrates that based on actual use 
of LBS the majority of consumers are not willing to share their personal information, 
regardless of trust or willingness to use LBS. However the breakdown by LBS 
category in Table 6.4.2 provides a fundamental challenge to this finding. The lack of 
testable literature at this time relating to the finding represents a large gap in current 
knowledge. 
6.2.2.5 Consumer Knowledge Of LBS 
Table 6.5 provides an overview of the results reported in Chapter 5 regarding 
respondents’ willingness to share their personal information. The results shown in 
Table 6.5.1 are from the knowledge question asked in Study One. The question was 
asked with the objective of developing a consumer definition of LBS. Results of 
Table 6.5.2 are basic True/False knowledge questions related to LocID and LBS use.  
Table 6.5: Respondents knowledge of LBS 
6.5.1   Respondents defiition of Location Based Services – categorised  
 
6.5.2   Overall result of knowledge of LBS that create and collect LocID  
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6.5.4   Overall results from True/False knowledge questions 
 
Results from Chapter 5.2.1.5.1 (pp79), Table 5.1 (pp92), Table 5.2 (pp96) 
 
6.2.2.5.1 Results And Findings 
Table 6.5 simplifies results from LBS knowledge questions asked in both surveys.  
Table 6.5.1 shows categorised results from an open-ended question asking 
respondents to define LBS. As shown, only 23% where able to consistently define 
LBS, 32% provided an unclear response, and 45% of respondents were unaware. 
Table 6.5.1 presents a simplified finding and more detailed analysis can be found in 
Chapter 5.2.1.5.1. The aim of asking this question was to develop a more specific 
definition of LBS, which could be applied to the sample and used in Study Two and 
other future research.  
Table 6.5.2 presents the overall result of asking respondents whether a selection of 































Using	  eBay	  or	  Amazon	  
Taking	  Photos	  
Playing	  Games	  
YES	   NOT	  SURE	   NO	  
CORRECT	  54%	   INCORRECT	  46%	  




while the other 38% were split between being “unsure” (14%) or stating “no” (24%). 
As with other sections of the study, when services were considered individually, as 
shown in Table 6.5.3 the knowledge of whether LocID was collected by specific 
LBS capable activities differed. Each LBS listed collects LocID from the device it is 
installed on, with or without the consumers’ knowledge or permission (Yun et al., 
2013).  
Table 6.5.4 represents the results of a series of True/False general knowledge 
questions given in Study Two. These results demonstrate that overall respondent 
knowledge is just passable, with 54% correct and 46% wrong.   
6.2.2.5.2 Links To Literature (Gaps)  
The results obtained from these questions are not unexpected. There is no clear and 
concise definition as to what an LBS actually is.  The US Federal Trade 
Commission’s 2012 “Location Based Services Report” considers LBS as a “mobile 
service that combines information about a user’s physical location with online 
connectivity and are transforming the way Americans work and play” (FTC., 2012, 
p.1). The Australian Communications and Media Authority 2009 report “Here, there 
and everywhere: Consumer behaviour and location services” has shortened the term 
LBS to Location Service, which is defined as: “any service or application used on a 
communication device that identifies or makes use of the device’s geographic 
position. At their heart, location services do two things: (1) Locate a device (the 
target) and record the time of the location determination; (2) Return some 
information or initiate an activity whose nature and/or content depend at least in part 




The two definitions highlight a fundamental complexity where there is no clear 
definition of LBS at either a micro or macro level. On the macro stage the lack of 
definition is also found between intra-government function and agencies in the 
consideration of national security, carriage of telecommunications and trade and 
commerce (Jivanda, 2013).  The study results also confirm findings from the wider 
literature that consumers at the micro level are unaware of both how, where and 
when they are revealing their personal information. As reported on the Guardian 
website in January 2014, consumers are “leaving their personal information open to 
secret harvesting” from “leaky apps” that collect “personal details such as age, 
gender and location” and “can even record political views and sexual orientation” as 
well as collect images, email and “a host of other social working data” and that this 
activity may be occurring incidentally (Dutta, 2014; Legge, 2014).  
6.2.2.5.3 Gaps  
The US FTC’s 2012 report “Privacy in an Era of Rapid Change” states “with respect 
to the particular concerns of location data in the mobile context, the Commission 
calls on entities involved in the mobile ecosystem to work together to establish that 
address data collection, transfer, use, and disposal, particularly for location data … 
although some in the mobile ecosystem provide notice about the collection of 
geolocation data, not all companies have adequately disclosed the frequency or 
extent of the collection, transfer, and use of such data” (FTC., 2012, p.33). This 
represents the current environment in which LBS IP research is conducted. There are 
no standards, confused and overlapping legal jurisdictions, competitive commercial 
interests and a user group that remains largely unaware of any of this complexity.   




This section confirms findings from the literature that at this time there is more we 
do not know about consumers willingness to reveal their LocID when using LBS 
than what we do know. The study clearly shows that respondents are unable to 
articulate a clear definition of LBS, but they do know their data is being collected. 
Further, the results show that respondents are not aware of how or when their 
personal information is being collected. 
6.2.2.6 Frequency Of LBS Use   
Table 6.6 provides an overview of the results reported in Table 4.1 regarding the 
frequency with which respondents use the LBS from their devices. Table 6.6.1 
provides a generally overview from the respondent group while Table 6.6.2 provides 
a breakdown by type of LBS.  
Table 6.6 Frequency with which Mobile LBS are used 
 
6.6.1 Overall frequency with which LBS apps are being used 
 
6.6.2 Frequency of use by functional app classification 
Frequently	  	  
54%	   Unknown	  34%	  
Infrequently	  
	  	  12%	  





6.2.2.6.1 Results And Findings 
Table 6.6.1 shows the majority (54%) of respondents are “frequent” users of LBS, 
while 11% are “infrequent” users, and 34% of respondents do not know or are unsure 
of their usage. In this metric “frequent” is weekly, daily and multiple times daily, 
while “unknown” is where a respondent is unsure or does not know their usage. 
“Infrequent” is use of LBS less than weekly and includes once or twice – as in they 
have downloaded an app and used it once or twice. Table 6.6.2 looks at the 
frequency of use based on the type of applications being used.  
The literature is not clear on what frequent use of an LBS app is and further 
illustrates an issue regarding the complexity around researching IP in LBS. In some 
cases app usage is related to what a user is interacting with on their screen for the 
purposes of the published research, that is they have downloaded a specific app for 
the purpose of the research and are testing it (Bohmer, Hecht, Schoning, Kruger, & 
Bauer, 2011). Even in this case the issue is further complicated as research can be for 
 




























design, including user experience (UX) or user interface (UI) evaluation, or for 
technical specifications, including data transmission speeds using Wi-Fi, Bluetooth, 
or 4G connections, or consideration of settings in relation to battery life, memory 
leakage and crash reporting. And each one of these can be further detailed in terms of 
frequency of use standards. Using the example of gaming, a single use may be 
measured in terms of hours of game play, rather than a simple activate, use, and close 
routine for an Internet search (Bohmer et al., 2011; Sarker & Wells, 2003). Further 
complicating the measures around frequency of use is the ability of multiple LBS to 
be operating in the “background” of a mobile device, effectively collecting and 
sharing an individual’s LocID continuously without the consumer ever using the app 
aside from the first time they opened it (Gabisch & Milne, 2013). 
Table 6.6 does show that respondents do knowingly use LBS from their devices 
frequently and that given the nature of these apps they are sharing their LocID 
frequently too. Given that many mobile apps also collect and share LocID as a 
background process on a mobile device this shows consumers are also revealing 
more LocID than they may realise, given the lack of knowledge consumers have 
around LBS (Table 6.5). 
Looking at the breakdowns in Table 6.6.2 by specific app, Social, or SNP, is used 
frequently (86%) of respondents and “Search” by 69%. This finding is interesting as 
respondents indicate that Facebook is the most used SNP, while one in three also use 
a Facebook owned messaging and photo sharing service. Further, seven in ten report 
using Google for their mobile search. The value of Facebook and Google are directly 
related to their ability to access, collect and share LocID, and as seen above these 




This section confirms findings from the literature there is more we do not know 
about consumers willingness to reveal their LocID when using LBS than what we do 
know. The study clearly shows that respondents are using LBS frequently and the 
least trusted, most distrusted the most frequently. This represents a challenge to 
current knowledge as they should be the least used of the LBS. Despite the 
respondents’ inability articulate a clear definition of LBS, they do know their data is 
being collected. Although, the results show that respondents are not aware of how or 
when their personal information is being collected. 
6.2.2.6.2 Summary  
This section provides an insight into a consumer’s willingness to reveal their LocID 
while using a mobile device. It shows that regardless of whether a consumer is 
willing or unwilling, they are frequently revealing their LocID. The implication that 
respondents are frequently revealing their LocID to the two classes of LBS which 
they trust the least and distrust the most, while the services they hold the highest 
level of trust in are the least used. This finding is of interest and warrants further 
research.   
6.2.2.7 Satisfaction And Other Perceptions Of LBS   
Table 6.5 provides an overview of the results reported in Table 4.2 regarding 
respondents’ willingness to share their personal information. Table 6.5 has been left 
until last in this discussion in an effort to demonstrate the findings from the literature 
that there is a real need for future research to engage in the development of 
knowledge around IP generally and in relation to LocID and LBS specifically.  
Table 6.7: Satisfaction and Perception of LBS apps 




 SATISFACTION PERCEPTION 
Overall  4.3 / 5.0 4.0 / 5.0 
       
6.5.2 Average Satisfaction and Perception by Feature  
 SATISFACTION PERCEPTION 
Search 4.6 / 5.0 4.3 / 5.0 
Map 4.3 / 5.0 4.0 / 5.0 
Messaging 4.3 / 5.0 4.0 / 5.0 
Commercial 4.1 / 5.0 4.0 / 5.0 
Social  4.1 / 5.0 3.7 / 5.0 
Photo  4.2 / 5.0 3.9 / 5.0 
6.2.2.7.1 Results And Findings 
Table 6.5.1 shows that overall “Satisfaction” of LBS is high at 4.3/5.0 and similarly 
high for “Perception” with a score of 4.0/5.0. This demonstrates that respondents 
have a high regard and value of their LBS. In their current form LBS have become a 
ubiquitous part of a consumer’s day-to-day lives, firmly established in their social, 
environmental, and economic activities. Our knowledge of a consumer willingness to 
reveal their LocID while using LBS is poorly represented in the current literature and 
research practice and represents a challenge to established academic practice 
(Ågerfalk, 2014).  
This type and style of personal digital service is no longer unique to advanced or 
industrialised economies, accessible only to those who are well resourced or possess 
specialised technology skills; they are cheap, available everywhere, by anyone, at 
anytime, they are popular and their acceptance, adoption and use is only increasing. 
This in turn is increasing the amount of information consumers are transferring to the 
digital ecosystem and at the same time increasing the need to be connected to the 
digital ecosystem to engage in day-to-day social, environmental and economic 





In 2012 ACMA (ACMA, 2012a) reported the total number of active mobile devices 
in Australia at 30.2 million; this for a population of 22.7 million individual 
Australians, represents four devices for every three people. The dramatic impact this 
will have on future research can be found in sales data for Internet ready consumer 
devices. In 2014 Gartner (Rivera & van der Meulen, 2013) provided advice that 
shocked the technology services industry and market watchers when global PC 
(desk-based and notebook computer) sales fell, while mobile devices sales increased, 
this was a first. However it is the real number of devices sold in 2014 that highlight 
the real implications for LBS IP research. Of the 2.556 billion devices sold in 2014 
just under 12% were PCs, 88% of sales, or 2.254 billion devices, were location aware 
consumer mobile devices, this into a global population of 7.2 billion people of which 
only 1.2 billion are estimated to live in “more developed countries” (PRB, 2014). 
Total sales in 2012 were 2.213 devices, 2013 2.411 billion devices and projected to 
be 2.964 billion in 2017. In total this represents a population of still current devices 
of over 15.5 billion at the end of 2017 of which over 90% will be mobile. It is within 
this environment that a future LBS IP research will be conducted and a subsequent 
PhD based on this thesis would be concluded.  
Returning to the study findings in Table 6.5, given the demographic profile of the 
thesis studies samples it would be consistent to assume that mobile services are not 
just a fad and represent a real change in consumer behaviour, which is going to 
continue and develop as these groups move through life stages.  This presents serious 
implications for future social, commercial and government consideration where 




how LBS IP research is framed conducted and received by the academic community 
(Ågerfalk, 2014;  Clarke, 2013; R. Clarke, 2014; Clarke & Pucihar, 2013). 
Greater recognition of potential new theoretical frameworks based on S-D Logic can 
assist in describing a new consumer environment where products are no longer 
developed, distributed or used within traditional information system, information 
technology, marketing, management or legal frameworks of pre-mobile digital 
services. Mobile LBS are often “free” to the consumer once the initial outlay for the 
mobile device itself has been made and even the devices are subsidised by digital 
service providers (Tsekleves, Whitham, Kondo, & Hill, 2013). This throws up a 
range of issues for the use of traditional user and transaction cost models created for 
classic G-D Logic environments (Schmidt & Cohen, 2013).  
In fact, the whole shift to social networking platforms, mobile technologies and 
cloud computing systems has disrupted the classic theoretical and methodological 
frameworks that underpin social, commercial and environmental engagement. As 
stated by Clarke and Pucihar’s 2013 article on electronic interaction research “The 
prevailing expectations of journals that rigour be pursued at all costs means that the 
relevance of research to the real world has become a quite secondary concern to 
many academics” (Clarke & Pucihar, 2013, p.271).  
Returning to the results of Table 6.5, levels of satisfaction and perception both 
overall and by unique app function are high. Demand and use of these services is 
increasing year on year (Madden et al., 2013). On face value this could be interpreted 
to mean respondents are willing to reveal their LocID in the use of LBS as they also 
indicate high levels of trust, willingness to use LBS and willingness to share LocID 




indicate they “no” to use than “yes” and across all the study sections there is a 
consistent segment who are unsure about LBS, with the exception of actual use 
where only one in ten was unsure. When this is considered in the context of 
respondents’ knowledge of LBS, its capability and capacities, these findings take on 
a new meaning.  
Most of the classic theoretical frameworks and models used in technology, 
economics and psychology assume individuals have a choice in what they are doing.  
It can be argued that individuals have a choice as to whether or not they use a mobile 
device; however in the social and economic environments of 2014 this is not a 
realistic proposition. To dismiss the concerns of IP in relation to the use of LBS with 
an academic position that consumers should not use mobile technology if they have 
issues with their LocID in order to protect established academic conventions is 
simplistic. The shift to mobile technologies and their services represents disruptive 
change, which is impacting many things. In regard to academic knowledge Clarke 
and Pucihar counsel the need to break from established conventions or risk pushing 
the “literature more generally into a closed en-clave, in which academics talk to no 
one else” (Clarke & Pucihar, 2013, p.271). This is not to say that the theoretical 
frameworks and methodologies, past experience and knowledge are no longer 
relevant, rather that the application of these models needs to be challenged, accepted 
where applicable, changed where required, and discarded where no longer relevant. 
This is fundamental to the relevance of any research, regardless of the disruption it 
may represent to the community of researchers, publishers and knowledge (Hagen, 
Robertson, Kan, & Sadler, 2005). 




This section provides a substantive contribution to the literature by obtaining a 
reading on the frequency with which consumers are using LBS. The implication that 
the respondents appear to be using two categories of LBS for which they have low 
levels of trust and high levels of distrust would indicate a new paradigm in the 
willingness of consumers to reveal their personal information. The findings also 
show that only a small minority of consumers infrequently use LBS from their 
devices and that there is a large number who are unsure or do not know what their 
usage is. This result may be linked to the results related to consumer’s knowledge of 
LBS.  
6.3 LIMITATIONS TO THE RESEARCH 
The research project represents a master’s level project and as such was limited by 
the time, financial and practical research experience resources available to the author. 
This issue is manifest in the use convenience samples of commencing students at a 
regional Australian university for Study One and Two, making it difficult to make 
broad generalisations regarding population level findings. 
Also the lack of a universal theoretical of methodological framework related to LBS 
IP research required the consideration and adoption of mixed methodologies from 
several disciplines to frame the research. This led to a series of results that will be 
used to pursue future research in the LBS IP domain.  
Specific limitations attributed to each study are described in Chapter three, four and 
five where the study results are also discussed in detail.  
6.4 FUTURE RESEARCH QUESTIONS 




• To what extent are consumers prepared to trade privacy for convenience, and what 
demographic, psychographic and geographic factors are predictive of this decision? 
• To what extent are consumers aware that in using LBS they are trading privacy for 
convenience? 
• What types of information (e.g. Address, health, etc.) and in what context (e.g., 
private vendor, doctor, social network, etc.) are individuals prepared to trade 
personal information in order to access the convenience of instant service.  Does this 
differ between types of services (e.g., commercial, emergency services, etc.)?  Is this 
decision affected by age, gender and country of birth? 
6.5 CONCLUSION 
This project found that consumers are willing to frequently share their personal 
information while using their mobile devices.  However it also showed that the 
reasoning behind this willingness is confounded by current conventions and 
considerations related to individual privacy and technology usage.  
There are large gaps in current literature related to LBS IP, which will need to be 
addressed at some point. The adaption, use and demand for LBS mobile services 
mean we are currently operating in an environment, which is by and large an 
unknown space. We do know that data once considered private by individuals is 
being collected, stored, processed and shared by organisations outside of any serious 
individual, state or government level control on a scale previously unknown in 
human history (Schmidt & Cohen, 2013). In relation to knowledge of LBS IP 
research it represents a large grey area of knowledge, where formerly accepted norms 





Consumers are revealing their personal information frequently, consumers lack even 
basic knowledge of what LBS do, LBS are highly valued and perceived by 
consumers, who are willing to share their LocID with organisations they trust as well 
as organisations they do not trust.  This presents a challenge to conventional wisdom, 
though and practice related to individual privacy. Either there has been a global shift 
in individuals perception of privacy or individuals are not aware of the privacy they 
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